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Secure Firewall (Sidewinder)

Product Overview

Secure Computing® is a global
leader in Enterprise Security
solutions. Our award-winning
portfolio of solutions help

our customers create trusted
environments inside and outside
their organizations.

Highlights
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60% of Fortune 500 companies
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through TrustedSource stops
zombies and botnets and drops
well over 70% of traf c (i.e., the
unwanted traf c) at the edge
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ef cient, multi-layer security
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of all security features for
policies, updates, monitoring,
and reporting
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award-winning Security Event
Management (SEM) for our
products at no cost

Firewall Must-Haves in the
Web 2.0 World
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SQL injection attacks and
directory traversals
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Secure Firewall does all this
and more.
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Today s Threats Need New Paradigm of Protection

The old technology of rules and signatures is no longer enough with new threats combining
many attack vectors at once and coming from outside and inside the network, and even through
encrypted protocols. Applications themselves are now the new playing ground for hackers.
Keeping this threat environment at bay has never been more challenging as networks and
connectivity keep growing and threats are dynamic and change with rapid- re speed. Limited IT
resources are hard pressed to keep up.

The Future-Proof Firewall That Goes Beyond UTM

Secure Firewall (Sidewinder) appliances are market-leading, next-generation rewalls that provide
application visibility and control even beyond Uni ed Threat Management (UTM) for multi-
layer security and the highest network performance. Global visibility of dynamic threats is the
centerpiece of Secure Firewall and one of the key reasons for superior ability to detect unknown
threats along with the known. Secure Firewalls deliver the best-of-breed in security systems to
block attacks including viruses, worms, Trojans, intrusion attempts, spam and phishing tactics,
cross-site scripting, SQL injections, denial of service (DoS), and attacks hiding in encrypted
protocols. Secure Firewall kills the evasive blended attacks that other security products can t see.

Eliminate Botnets, Zombies, and Blended Attacks with
TrustedSource

Secure Computing™ has set a new standard for proactive detection with the industry s rst and
leading reputation system TrustedSource technology. This new paradigm of protection dissects
traf ¢ not against signatures but on the host/devices behavior history (reputation). Consequently,
elusive botnets, zombies, and blended threats are stopped in their tracks at the perimeter.

The TrustedSource global grid gives us security ESP  we see things that others dont and thats
one reason why we stop well over 70% of the traf c (i.e., the unwanted traf c¢) ooding

into today s networks at the edge, reducing your network volume on down-stream servers and
reducing your network s exposure to attack. TrustedSource rejects connections from known bad
senders, infected Web pages, and hosts turned into malware-distributing zombies. Like credit
scores in banking, Trustedsource has a real-time reputation scoring system, and with its extensive
visibility of Internet devices and the constantly changing threat landscape, questionable hosts are
identi ed, and organizations are empowered to block these threats. The Secure Firewall knows
everyone s number!

Businesses should connect with traf ¢ that makes sense for its daily operations. Yet many
companies use bandwidth and system resources to handle traf ¢ from countries and entire
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