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NETWORK GATEWAY SECURITY

Solutions Overview

Sidewinder for Banking/Finance

�In the �nance industry, over 70% of the top 25 banks in the world partner with Secure 
Computing for their enterprise gateway security.�

Secure Computingfi is a global 
leader in Enterprise Gateway 
Security solutions. Powered by 
our TrustedSource� technology, 
our award-winning portfolio of 
solutions help our customers create 
trusted environments inside and 
outside their organizations.

CRM Today, Nov. 16, 2006

�	 Nearly half of online U.S. adults, 
or 46% of more than 155 million 
people, say that concerns about 
theft, data breaches or Internet-
based attacks have affected 
their online transaction or email 
behavior. Of all the behaviors 
affected, online commerce 
(including online banking, online 
payments, and online shopping) 
is suffering the highest toll.

�	 Gartner estimates that these 
security concerns have kept 
approximately 33 million U.S. 
adults from banking online. 
According to the survey, 
nearly nine million U.S. adults 
have stopped online banking 
altogether, while another 
estimated 23.7 million won�t 
start because of their security 
concerns.

�	 Gartner says nearly $2 billion 
was lost in e-commerce sales in 
2006 due to security concerns of 
U.S. adults.

Provide Your Customers with Secure Banking with the 
Sidewinder Network Gateway
The banking landscape is in the midst of a signi�cant transition, with online banking at all-time 
highs and �nancial institutions conducting more and more electronic �nancial transactions. 
Financial institutions who excel in providing security, convenience, and customer care will win the 
business of online customers. Protecting these �nancial transactions and online banking with the 
Sidewinderfi network gateway gives you the competitive edge you need to drive revenue through 
customer attraction, retention, and increased use of online �nancial products. 

Additionally, the de�nition of the �Enterprise Edge� has evolved signi�cantly since the advent of 
the Web as mobile workforces, extranets, distributed applications, and an environment of highly 
sophisticated, blended threats has forced enterprises to deploy an array of security applications to 
provide services such as �rewall, VPN, IDS/IPS, anti-virus, anti-spam, and more. 

As a pioneer in �rewall technology and Uni�ed Threat Management (UTM), Secure Computing�s 
application-layer Sidewinder network gateway/�rewall carries the highest possible Common 
Criteria certi�cation and has never once been compromised in over twelve years across thousands 
of deployments in the most hacker targeted organizations in the world. Our ability to leverage 
TrustedSource technology to add real-time host pro�ling to our arsenal of security decision-
making criteria makes Secure Computing�s Network Gateway Security portfolio truly unique.

What�s Driving the Use of Sidewinder for Securing 
Financial Institutions?
Financial institutions are typically the most security conscious organizations in the world 
and absolutely must partner with the best in the business for their network security or face 
the consequences of having their name in the headlines, which means lost customers and 
potentially years of negative public relations to correct. Secure Computing has been leading the 
industry in �rewall technology for more than 15 years. Over this time, Secure Computing has 
developed numerous patented �rewall technologies that today set the gold standard in how 
to build high-assurance enterprise-class protections for the network perimeter. These patented 
approaches, including the SecureOSfi operating system with Type Enforcementfi technology and 
certain unique elements of Secure Computing�s application proxy designs, have demonstrated 
remarkable resiliency and effectiveness over many years, even as the threat environment 
continues to evolve at an increasing rate. Secure Computing�s Sidewinder appliance, for example, 
stands alone among its product peers in 1) never having had to release an emergency security 
patch, 2) never having a CERT advisory vulnerability warning posted, and 3) being the �rst and 
only �rewall appliance to achieve the pre-eminent EAL4+ Common Criteria certi�cate as an 
application-layer �rewall.

Online Banking Concerns
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