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Overview 
This paper has been prepared to provide an insight into the impact that different policy 
configuration and third party scanners have on mail flow in MailMarshal SMTP 2006.  

The paper is designed to be used in conjunction with the following Whitepapers also 
available on the Marshal website: 

• MailMarshal SMTP 6.0 Sizing Guide 

• MailMarshal SMTP 6.0 Performance Benchmarking 

By reading these papers together, the reader will be able to gain an understanding of the 
factors affecting MailMarshal performance and suggestions for maximizing performance. 

Policy Impact on Performance 
MailMarshal SMTP 2006 is a flexible software-based email content security product. It is 
capable of processing sustained mail loads into the millions of messages per day. However, 
as the volume of mail increases, it is important to consider the impact of adding mail 
processing policies, to determine whether additional mail processing nodes may be 
required. 

This paper focuses only on MailMarshal’s Engine, where an incoming message spends most 
of its life. The Receiver can also apply rules to messages, and some of the information 
below is applicable to it. However, the performance bottlenecks for both the Receiver and 
Sender services are typically related to network performance – that is, how fast a message 
can be received from or sent to a remote host. 

Individual policies within MailMarshal SMTP 2006 are made up of three parts: user 
matching criteria, rule conditions, and rule actions. These components are combined to 
create complex, flexible policies to meet the business needs of Marshal customers. 

Each policy that is added necessarily impacts the speed at which MailMarshal SMTP 2006 
can process messages. However, the performance impact varies considerably, depending 
on which items are selected within the policy. The tables below describe the expected 
performance impact of selecting each of these items. 

User Matching 
All user matching criteria in MailMarshal SMTP 2006 have a negligible performance impact 
on rule processing. The number of members contained in the various MailMarshal user 
groups can impact performance somewhat, but typical installations with user groups 
containing a few thousand members do not require any special provisions to minimize 
impact. 
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Engine Rule Conditions 

Condition Name Performance Impact Explanation 

Where message 
attachment is of type 
file types 

Very Low MailMarshal SMTP 2006 identifies file types 
as it unpacks each message into its 
constituent components. Therefore, little 
additional work is required. 

Where attachment 
fingerprint is/is not 
known 

Low (variable) This condition’s performance impact is 
directly related to the size of the fingerprint 
database. In most companies, the database 
consists of a few hundred images, so the 
impact is minimal. 

Where message size 
is message size 

Very Low MailMarshal SMTP 2006 sees the file size as 
it unpacks each message. Therefore, little 
additional work is required. 

Where the estimated 
bandwidth required 
to deliver this 
message is 
bandwidth 

Very Low This condition requires a simple 
multiplication of message size by unique 
recipient domains. 

Where message 
contains attachments 
named file name 

Very Low MailMarshal SMTP 2006 identifies file 
names as it unpacks each message. 
Therefore, little additional work is required. 

Where message 
triggers text censor 
script(s) scripts 

Low (variable) MailMarshal SMTP 2006’s TextCensor 
feature is very fast, but its speed relates to 
the number of tokens in the TextCensor 
script. Typically, TextCensor scripts consist 
of a few hundred tokens. 

Where the result of a 
virus scan is scanner 
result 

High to Very High The impact of a virus scanner is always 
large, but DLL-based virus scanners 
integrated with MailMarshal SMTP 2006 are 
orders of magnitude faster than command-
line counterparts. 

Where the external 
command command 
is triggered 

Medium to Very High 
(variable) 

External commands require significant 
overhead for the Engine to execute, but the 
actual performance impact is mostly 
determined by the content of the 
command. 

Where the 
attachment parent is 
of type parent types 

Very Low MailMarshal SMTP 2006 identifies 
attachments and their parents as it unpacks 
each message into its constituent 
components. Therefore, little additional 
work is required. 

Where message 
attachment size is file 
size 

Very Low MailMarshal SMTP 2006 identifies 
attachments sizes as it unpacks each 
message. Therefore, little additional work is 
required. 

Where number of 
recipients is count 

Very Low MailMarshal SMTP 2006 determines the 
number of recipients during each message’s 
transmission. Therefore, little additional 
work is required. 

Where message 
contains one or more 
headers header 
match 

Very Low to Low Header matches can use multiple regular 
expressions. The complexity and number of 
regular expressions can affect the 
performance impact. 

Where number of 
attachments is count 

Very Low MailMarshal SMTP 2006 determines the 
attachment count during the unpacking 
process for each message. Therefore, little 
additional work is required. 
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Condition Name Performance Impact Explanation 

Where message is 
categorized as 
‘Spam’ 

High SpamCensor is a complicated category 
script that contains thousands of heuristic 
tests to determine the probability that a 
particular message is spam. 

Where message is 
categorized as 
‘URLCensor’ 

Very High The URLCensor category script performs 
DNS lookups to a DNS-based blacklist. Rule 
performance depends on the speed with 
which the DNS server replies to these 
queries. 

Where message is 
categorized as 
‘Spamhaus’ 

Very High The Spamhaus category script performs 
DNS lookups to a DNS-based blacklist. Rule 
performance depends on the speed with 
which the DNS server replies to these 
queries. 

Where message is 
categorized as 
‘CountryCensor’ 

Low The CountryCensor category script checks 
IP addresses contained within each 
message header against a fast, custom 
database of IP address ranges. 

Where message is 
categorized as 
category 

Very Low to Very High Category script performance is completely 
dependent on the script’s content. Typical 
custom category scripts are quite small and 
specialized, with few tests. 

Where message 
spoofing analysis is 
based on criteria 

Very Low Spoofing is determined by comparing the 
source IP address and email domain to a 
list of IP addresses held in memory. 

Where the sender 
is/is not in the 
recipient’s safe 
senders list 

Low MailMarshal SMTP 2006 keeps safe senders 
lists in memory. 

Where the sender 
is/is not in the 
recipient’s blocked 
senders list 

Low MailMarshal SMTP 2006 keeps blocked 
senders lists in memory. 

Where the attached 
image is/is 
not/maybe 
inappropriate 

Medium MailMarshal SMTP 2006 uses Image 
Analyzer to determine an image’s 
appropriateness. This deep image scanning 
can be costly, but the condition is only 
performed on messages with images. 
Therefore, the total impact is medium. 
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Engine Rule Actions 

 
Action Name Performance Impact Explanation 

Copy the message 
to folder 

Low MailMarshal SMTP 2006 copies the message 
to a nominated quarantine folder. 

BCC a copy of the 
message to Email 
address 

Low A duplicate of the message is created and 
sent to a particular email address. This 
introduces extra sending overhead, but 
doesn’t take much effort for the 
MailMarshal Engine. 

Run the external 
command 

Medium to Very High External commands require significant 
overhead for the Engine to execute, but the 
actual performance impact is mostly 
determined by the content of the 
command. 

Send a mail 
template 
notification 
message 

Low A message is generated from a template 
and placed into the queue. This introduces 
extra sending overhead, but doesn’t take 
much effort for the MailMarshal Engine. 

Strip attachment Medium Because this action changes the content of 
the message, MailMarshal is forced to 
repack the message. 

Write log 
message(s) with 
classifications 

Low A classification is sent from the Controller 
to the Array Manager. This introduces some 
additional database load, but takes little 
effort for the Engine to generate. 

Stamp message 
with message 
stamp 

Medium Because this action changes the content of 
the message, MailMarshal is forced to 
repack the message. 

Rewrite message 
headers using 
expressions 

Medium Header rewrites can use multiple regular 
expressions. The complexity and number of 
regular expressions can affect the 
performance impact. Because this changes 
the content of the message, MailMarshal is 
forced to repack the message. 

Add attachments 
to valid 
fingerprints list 

Low Selected attachments are copied to the 
fingerprints database. 

Set message 
routing to host 

Very Low Message is re-routed to a particular IP 
address by adding a field to the MailMarshal 
envelope. 

Add message 
users into group 

Low MailMarshal SMTP adds additional users into 
a group. 

Move the message 
to folder 

Low MailMarshal SMTP 2006 moves the 
message to a nominated quarantine folder. 

Park the message 
in folder 

Low MailMarshal SMTP 2006 moves the 
message to a nominated parking folder. 

Delete the 
message 

Low MailMarshal SMTP 2006 deletes the 
message. 

Pass message to 
rule 

Very Low MailMarshal SMTP 2006 moves forward to a 
particular portion of the email policy. 
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Testing the Impact 
MailMarshal SMTP 2006 has many configuration options that can impact its performance. 
Marshal tested many of these options to measure the approximate performance changes in 
a real-world environment. 

The results of each test are broken into three figures: the average message per second 
throughput per node, the average message per second change per node, and the average 
time impact percentage per node.  

Marshal has included specific figures in this paper on the elapsed time of each test and the 
average number of messages processed per second. However, these specific figures can 
vary greatly depending on the environment that MailMarshal SMTP 2006 is installed in. 
Important factors that will change these figures are the speed of the processor, the 
amount of memory installed on the server, the speed of the disk subsystem, the 
responsiveness of DNS servers, the content of the mail flowing through MailMarshal SMTP 
2006, and other processes running on the MailMarshal SMTP 2006 server. 

Therefore, the reader is encouraged to look at their own baseline message per second rate, 
and use the cited percentages to approximate the expected impact, rather than applying 
the gain or loss in messages per second values directly. 

Testing Methodology 
Each MailMarshal SMTP 2006 email processing node was fed 100,000 email messages 
collected from a real world corporate environment. These messages were submitted to the 
MailMarshal servers at the maximum rate that they could accept them. 

After each test, the MailMarshal performance counters and MailMarshal text logs were 
analyzed and the processing times for each rule were collected and averaged. 

Hardware and Software Environment 
The testing environment consisted of a single Windows Server 2003 R2 machine running 
the MailMarshal Array Manager and Microsoft SQL 2005 Server environment. This Array 
Manager managed three Windows Server 2003 R2 Servers running MailMarshal Nodes. 

 

The mail corpus 
80,0000 incoming spam messages 

12,0000 incoming ham messages 

8,000 outgoing ham messages 

The Core Hardware for the servers 
MailMarshal Array Manager (ARRAYMANAGER) 

HP ProLiant DL380 

2GB RAM 

2 Intel P4 2.8GHz CPU’s 

MailMarshal email processing nodes (NODE1, NODE2, NODE3) 

IBM System x3550 Server 

2GB RAM 

1 Intel Dual Core P4 2.33GHz CPU 



TECHNICAL WHITEPAPER – MailMarshal SMTP 2006 – Policy Implementation Sizing Guide 

   

7 

Internet
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Manager 
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Trusted 
Network

 

Test Results 

Default Rules 
The first test Marshal performed was running the test corpus through an unmodified 
ruleset. This ruleset includes message archiving, anti-spam scanning using SpamCensor, 
TextCensor scripts, and DNS blacklists, attachment blocking, and profanity blocking. 

This test was used as a baseline, to determine the speed at which a basic installation 
processed messages through its Engine on the test hardware. 

 

Test Name Average Msgs/Sec 
per Node 

Average Msg/Sec 
Change per Node 

Average Time Impact 
Percentage 

Default Rules 31.191 N/A N/A 
 

Virus Scanners 
The McAfee for Marshal virus scanner add-on was added to the default ruleset. Inbound 
and outbound virus scanning was enabled. 

Of all the policy elements available in MailMarshal SMTP, virus scanning rules have the 
largest performance impact.  

The virus scanners available for the MailMarshal SMTP product come in two basic types: 
DLL-based and command line scanners. The command line scanners, while not tested for 
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this paper, have been found to be several orders of magnitude slower than DLL-based 
virus scanners like McAfee for Marshal. 

Rules Enabled: 

Virus & Threats (Inbound)\Block Virus 

Virus & Threats (Inbound)\Virus Scanner Errors 

Virus & Threats (Outbound)\Block Virus 

Virus & Threats (Outbound)\Virus Scanner Errors 

 

Test Name Average Msgs/Sec 
per Node 

Average Msg/Sec 
Change per Node 

Average Time Impact 
Percentage 

Default Rules 31.191 N/A N/A 

Virus Scanner 
(McAfee) 

20.947 -10.244 -32.842% 

 

Image Analyzer 
Image Analyzer is an add-on available for MailMarshal SMTP 2006 that scans attached 
images for suspected pornographic content. It is relatively lightweight, but its total 
performance impact is largely dependent on the quantity of images found within the mail 
stream. For this test, both inbound and outbound image analysis was enabled. 

Rules Enabled: 

Attachment Management (Inbound)\Block Suspected Pornographic Images 

Attachment Management (Outbound)\Block Suspected Pornographic Images 

 

Test Name Average Msgs/Sec 
per Node 

Average Msg/Sec 
Change per Node 

Average Time Impact 
Percentage 

Default Rules 31.191 N/A N/A 

Image Analyzer 29.492 -1.699 -5.447% 

 

Spyware Scanners 
Spyware scanners work similarly to virus scanners, but attempt to detect unwanted or 
malicious code from unethical companies. Because they have smaller signature databases, 
they tend to be faster than virus scanners, but the performance impact is still significant. 

MailMarshal SMTP 2006 currently offers two spyware scanners – PestPatrol and 
Counterspy. Both were tested on inbound and outbound email. 

Rules Enabled: 

Virus & Threats (Inbound)\Block Spyware 

Virus & Threats (Outbound)\Block Spyware 
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Test Name Average Msgs/Sec 
per Node 

Average Msg/Sec 
Change per Node 

Average Time Impact 
Percentage 

Default Rules 31.191 N/A N/A 

Spyware Scanner 
(PestPatrol) 

29.241 -1.950 -6.252% 

Spyware Scanner 
(Counterspy) 

30.353 -0.838 -2.687% 

 

TextCensor and Category Scripts  
MailMarshal SMTP 2006’s ability to scan email for SEC or SOX compliance related material, 
racist language, social security numbers, and other items is largely accomplished through 
its TextCensor feature or its category script feature.  

Both TextCensor scripts and category scripts are lightweight, and typically have a fairly 
negligible performance impact. In this case, five TextCensor scripts and two category 
scripts were enabled with a combined total of over five hundred individual tests, with 
slightly over a 1% performance impact. 

Rules Enabled: 

Policy Management (Inbound)/Social Security Number detection 

Policy Management (Inbound)/SEC Compliance Rule 

Policy Management (Inbound)/Credit Card Number detection 

Policy Management (Inbound)/Sarbanes-Oxley Compliance Rule 

Policy Management (Inbound)/Racist and Hate content 

Policy Management (Inbound)/Weapons related content 

Policy Management (Outbound)/Block Common & Mild Profanity 

Policy Management (Outbound)/Social Security Number detection 

Policy Management (Outbound)/SEC Compliance Rule 

Policy Management (Outbound)/Credit Card Number detection 

Policy Management (Inbound)/Sarbanes-Oxley Compliance Rule 

Policy Management (Inbound)/Racist and Hate content 

 
 

Test Name Average Msg/Sec 
per Node 

Average Msg/Sec 
Change per Node 

Average Time Impact 
Percentage 

Default Rules 31.191 N/A N/A 

SOX, SEC, and 
Racism Checks 

30.858 -0.333 -1.068% 

 

File Type Identification 
Many of MailMarshal SMTP 2006’s rules cause negligible performance impact because much 
of the work is done during the unpacking process. For example, a policy can be based on 
the file type condition. During the unpacking process, MailMarshal SMTP recursively 
identifies and unpacks message components. Once these components are fully unpacked, 
the Engine begins processing rules against the message contents. 
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For this test, both inbound and outbound image blocking was enabled. 

Rules Enabled: 

Attachment Management (Inbound)/Block IMAGE Files 

Attachment Management (Outbound)/Block IMAGE Files 

 
 

Test Name Average Msg/Sec 
per Node 

Average Msg/Sec 
Change per Node 

Average Time Impact 
Percentage 

Default Rules 31.191 N/A N/A 

Block Images 31.167 -0.024 -0.769% 

 

Minimizing Performance Impact 
MailMarshal SMTP 2006’s Engine performance can be improved by adjusting both the 
policy and the environment in which MailMarshal operates. 

Careful Policy Placement 
Attempt to place higher-impact rules later than lower-impact rules. Any mail that is 
quarantined early in the email policy will not have the costly rules applied against it. 

One example of judicious policy placement is to run the SpamCensor rule before the 
URLCensor or Spamhaus rules. DNS lookups take a longer amount of time, on average, 
than checking the message with the SpamCensor. 

On Marshal’s test systems, the SpamCensor rule takes on average 18ms to run, while the 
Spamhaus rule takes anywhere from 150ms to 300ms. At the time of this writing, 
SpamCensor catches roughly 96% of the total spam quarantined by MailMarshal. By 
ensuring that the SpamCensor is run first, only around 4% of spam messages require that 
an expensive DNS lookup be performed. 

Reject Messages at the Receiver 
MailMarshal SMTP 2006’s Receiver rules can be used to block messages outright, ensuring 
that they are never processed by time-consuming Engine rules. If, for example, the 
Receiver blocks messages using the Spamhaus DNS blacklist, obvious spam will never be 
run against virus scanners or SpamCensor. Relying solely on the Spamhaus Engine rule to 
perform DNS blacklist checks incurs a significant penalty. 

Use Local DNS Servers 
Many DNS blacklist providers, such as Spamhaus, offer a blacklist feed to companies for a 
nominal fee. By mirroring an oft-used DNS blacklist locally, a MailMarshal administrator 
ensures that DNS network latency is minimal. 

Experiment with Engine Threads 
MailMarshal SMTP 2006 uses number of processors + 1 Engine threads by default. For 
example, on a dual-processor machine, 3 Engine threads will be used. 

However, this value can be modified by a MailMarshal administrator to improve 
performance in some cases. Some tasks that MailMarshal SMTP 2006 performs, such as 
DNS lookups or calls to virus scanners, can take quite some time. The Engine must idle 
while waiting for a response. 
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By increasing the available Engine threads, MailMarshal SMTP can use this idle time to 
process additional messages. However, if the thread count is too high, the MailMarshal 
Engine will spend much of its time context-switching, and performance can dramatically 
decrease. Most administrators will have to experiment with this value to find one that suits 
the environment. 

Appendix A - Default Ruleset 
The default set of rules used in during Marshal’s testing is included in this document for 
reference. This set of rules was used in the baseline run described above. 

Policy Group: Connection Policies 

Receiver Rule: Deny Junk Mailers in Global Blacklist  
This rule denies any messages from users or domains listed in the Global Blacklist User group. If a match in the 
group occurs, the message will be denied by the Receiver, prior to being downloaded to the MailMarshal gateway. 
Keep the rule up to date by adding to the 'Global Blacklist' group. 
When a message arrives 
Where addressed from 'Global Blacklist' 
Refuse message and reply with 550 Rule imposed mailbox access for {Recipient} refused 

Receiver Rule: Deny Messages where IP used in HELO String  
Spammers frequently use an IP address as their HELO string. This is probably done in order to deliberately place that 
IP address in the Received line of the header. The IP address used is frequently a legitimate, non-blacklisted 
address, and the aim is probably to defeat IP blacklist checking.  
Legitimate servers almost never use IP addresses in the HELO string - the standard and expected HELO string 
should be the fully qualified domain name (FQDN) of the server itself. As such this rule should be safe to use without 
the risk of blocking legitimate email.  
When a message arrives 
Where message is incoming 
Where sender's HELO name is 'an IP address' 
Refuse message and reply with 550 HELO name rejected. 

Receiver Rule: Reject Messages with Blank Return Path (Disabled)  
IMPORTANT - PLEASE READ:  
This rule will reject all incoming messages where no return path is provided, I.E. where the connecting server issues 
a blank MAIL FROM address. However, enabling this rule will make you RFC non-compliant as you are obliged to 
accept blank return paths for the purposes of handling your own NDRs and returned messages.  
 
Be aware that turning on this rule may also get you blacklisted - for more information see . 
When a message arrives 
    Except where addressed to 'Postmaster Addresses' 
        Or except where addressed from '*@*.*' 
Refuse message and reply with 550 Message rejected - user unknown. 

Receiver Rule: Deny Messages to Invalid Addresses (Disabled)  
This rule denies all messages to any address not listed in the 'All Employees' group. It saves resources by preventing 
delivery of messages to invalid users. You may also wish to enable DHA (Directory Harvest Attack) prevention in 
order to deny Spammers the ability to gain information on your valid email addresses.  
NOTE: You must populate the 'All Employees' group with all your users before enabling this rule.  
When a message arrives 
Where message is incoming 
    Except where addressed to 'All Employees' 
Refuse message and reply with 550 Rule imposed mailbox access for {Recipient} refused: user invalid 

Receiver Rule: Deny Messages Over 30MB at Receiver (Disabled) 
This Receiver rule will deny any message that enters the gateway, except where addressed either to or from the 
Information technology user group, and is identified by the foreign ESMTP server as being over 30MB in size. The 
foreign mail server must be ESMTP compliant for this rule to trigger. While most email systems today are ESMTP 
compliant, you should also create a Standard Rule (or use the Attachment Management rule called "Block Messages 
Over 30MB") that stops messages of a similar size from non-ESMTP compliant servers. 
When a message arrives 
    Except where addressed either to or from 'Information Technology' 
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Where the message size is greater than '30720 KB' 
Refuse message and reply with 550 Rule imposed mailbox access for {Recipient} refused 

Receiver Rule: Deny SpamCop Blacklisted Senders at Receiver (Disabled)  
This rule denies messages from hosts listed on a DNS Blacklist, in this case SpamCop. Warning: Hosts can be 
wrongly listed on blacklists so use with care. If you wish to quarantine email, as opposed to outright deny, use the 
Engine rule. The rule excludes email from people in the Global Whitelist group. To enable a DNS rule you must first 
enable the DNS Blacklist that you wish to use in Server and Array Properties. You can use this rule as a template for 
other DNS Blacklists. 
When a message arrives 
    Except where addressed from 'Global Whitelist' 
Where sender's IP address is listed in 'SpamCop' 
Refuse message and reply with 550 Rule imposed as {Sender} is blacklisted on SpamCop (see www.spamcop.net) 

Receiver Rule: Deny Spamhaus Blacklisted Senders at Receiver (Disabled)  
This rule denies messages from hosts listed on a DNS Blacklist, in this case Spamhaus. Warning: Hosts can be 
wrongly listed on blacklists so use with care. If you wish to quarantine email, as opposed to outright deny, use the 
Engine rule. The rule excludes email from people in the Global Whitelist group. To enable a DNS rule you must first 
enable the DNS Blacklist that you wish to use in Server and Array Properties. You can use this rule as a template for 
other DNS Blacklists. 
When a message arrives 
    Except where addressed from 'Global Whitelist' 
Where sender's IP address is listed in 'Spamhaus SBL-XBL' 
Refuse message and reply with 550 Rule imposed as {Sender} is blacklisted on SpamCop (see www.spamcop.net) 

7 Rule(s) 

 

Policy Group: Virus & Threats (Inbound) 

Standard Rule: Clean Virus (Disabled)  
This rule will invoke all virus scanners that have been installed and defined within MailMarshal. All messages inbound 
to the organization will be scanned. If a virus scanner detects a virus and it can clean the virus the rule will clean the 
message and pass it through to the next rule. Note: You must install a supported virus scanner, define the scanner 
within MailMarshal and then enable this rule in order to check for viruses.  
When a message arrives 
Where message is incoming 
Where the result of a virus scan, when scanning with all scanners, is 'Contains Virus' and 'Cleaned Virus' 
Write log message(s) with 'Virus Cleaned' 
And pass message to the next rule for processing. 

Standard Rule: Block Virus (Disabled)  
This rule will invoke all virus scanners that have been installed and defined within MailMarshal. All messages inbound 
to the organization will be scanned. If a virus scanner detects a virus the rule will quarantine the message and notify 
the local recipient(s). Note: You must install a supported virus scanner, define the scanner within MailMarshal and 
then enable this rule in order to check for viruses.  
When a message arrives 
Where message is incoming 
Where the result of a virus scan, when scanning with all scanners, is 'Contains Virus' 
Send a 'Virus In' notification message 
    And move the message to 'Virus' 

Standard Rule: Virus Scanning Errors (Disabled)  
The purpose of this rule is to correctly handle virus scanner errors if they occur. All messages inbound to the 
organization will be scanned. If the virus scanner encounters a problem during scanning the rule will quarantine the 
message and notify the local recipient(s). Note: You must install a supported virus scanner, define the scanner within 
MailMarshal and then enable this rule in order to check for virus scanning errors.  
When a message arrives 
Where message is incoming 
Where the result of a virus scan, when scanning with all scanners, is 'Password Protected' or 'Corrupt File' or 
'Signatures Out Of Date' or 'Could Not Unpack Or Analyze' or 'Unexpected Error' 
Send a 'Virus Scanning Errors in' notification message 
    And move the message to 'Virus Scanner Errors' 
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Standard Rule: Block Known Virus Attachments  
This rule checks for names of attachments associated with known viruses. To keep this rule up to date, subscribe to 
an alert service and add to the list of attachments when significant new viruses appear. 
When a message arrives 
Where message is incoming 
Where message contains attachments named '????card.id????.cmd' or '????card.id????.bat' or 
'????card.id????.pif' or '????card.id????.com' or '????card.php????.cmd' or '????card.php????.bat' or 
'????card.php????.pif' or '????card.php????.com' or 'document_all_*.exe' or 'document_all_*.scr' or 
'document_all_*.pif' or 'message_*.exe' or 'message_*.scr' or 'message_*.pif' or 'excel document_*.scr' or 'excel 
document_*.pif' or 'word document_*.scr' or 'word document_*.pif' or 'screensaver_*.exe' or 'screensaver_*.scr' or 
'screensaver_*.pif' or 'screensaver_*.zip' or 'application_*.scr' or 'website_*.scr' or 'website_*.pif' or 'product_*.scr' or 
'letter_*.scr' or 'information_*.scr' or 'details_*.scr' or 'document_*.scr' or 'all_document_*.pif' or 'document_4351.pif' 
or 'document_excel.pif' or 'document_full.pif' or 'document_word.pif' or 'message_details.pif' or 'message_part2.pif' or 
'mp3music.pif' or 'my_details.pif' or 'your_archive.pif' or 'your_bill.pif' or 'your_details.pif' or 'your_document.pif' or 
'your_file.pif' or 'your_letter.pif' or 'your_picture.pif' or 'your_product.pif' or 'your_text.pif' or 'your_website.pif' or 
'yours.pif' or 'party.???.???' or 'disco.???.???' or 'mail2.???.???' or 'ranking.???.???' or 'jokes.???.???' or 
'nomoney.???.???' or 'aboutyou.???.???' or 'shower.???.???' or 'topseller.???.???' or 'product.???.???' or 
'swimmingpool.???.???' or 'posting.???.???' or 'creditcard.???.???' or 'readme.???.exe' or 'transcript.???.exe' or 
'mail.???.exe' or 'letter.???.exe' or 'document.???.exe' or 'message.???.exe' or 'readme.???.com' or 
'instruction.???.com' or 'transcript.???.com' or 'mail.???.com' or 'letter.???.com' or 'attachment.???.com' or 
'document.???.com' or 'message.???.com' or 'readme.???.bat' or 'instruction.???.bat' or 'transcript.???.bat' or 
'readme.???.cmd' or 'instruction.???.cmd' or 'transcript.???.cmd' or 'mail.???.cmd' or 'letter.???.cmd' or 'file.???.cmd' 
or 'text.???.cmd' or 'attachment.???.cmd' or 'document.???.cmd' or 'message.???.cmd' or 'readme.???.scr' or 
'instruction.???.scr' or 'transcript.???.scr' or 'mail.???.scr' or 'letter.???.scr' or 'file.???.scr' or 'text.???.scr' or 
'attachment.???.scr' or 'document.???.scr' or 'message.???.scr' or 'readme.???.pif' or 'instruction.???.pif' or 
'transcript.???.pif' or 'mail.???.pif' or 'letter.???.pif' or 'file.???.pif' or 'text.???.pif' or 'attachment.???.pif' or 
'document.???.pif' or 'message.???.pif' or '' 
Send a 'Virus Attachment In' notification message 
    And move the message to 'Virus Suspected' 

Standard Rule: Block Known Threats  
This rule invokes an XML Category script to search the message for words and phrases associated with known 
threats and viruses. To keep this rule effective you can add to the Known Worms script when nasty new viruses 
appear. If the rule detects keywords associated with Known Worms it will quarantine the message and notify the local 
recipient(s). 
When a message arrives 
Where message is incoming 
Where message is categorized as 'Known Threats' 
Send a 'Worm In' notification message 
    And move the message to 'Virus Suspected' 

Standard Rule: Block Virus - Zero Day Protection Framework (Disabled) 
PLEASE NOTE - Enable this rule at your own risk. Because of the nature of Zero Day updates, they are published 
with more limited quality testing than our normal threat updates.  
 
The rule invokes the ZeroDay Threats category script. This script is automatically updated in response to new threat 
outbreaks.  
When a message arrives 
Where message is incoming 
Where message is categorized as 'Zero Day Threats' 
Send a 'Worm In' notification message 
    And move the message to 'Virus Suspected' 

Standard Rule: Block Virus Hoaxes (Disabled) 
This rule invokes the TextCensor script Generic Virus Hoaxes to search the message for words and phrases 
associated with typical virus hoax messages. If the rule triggers it will quarantine the message and notify local 
recipient(s). 
 
When a message arrives 
Where message is incoming 
Where message triggers text censor script(s) 'Generic Virus Hoaxes' 
Send a 'Potential Junk Mail in' notification message 
    And move the message to 'Junk' 

7 Rule(s) 



TECHNICAL WHITEPAPER – MailMarshal SMTP 2006 – Policy Implementation Sizing Guide 

   

14 

 

Policy Group: Virus & Threats (Outbound) 

Standard Rule: Clean Virus (Disabled) 
This rule will invoke all virus scanners that have been installed and defined within MailMarshal. All messages 
outbound to the organization will be scanned. If a virus scanner detects a virus and it can clean the virus the rule will 
clean the message and pass it through to the next rule. Note: You must install a supported virus scanner, define the 
scanner within MailMarshal and then enable this rule in order to check for viruses.  
When a message arrives 
Where message is outgoing 
Where the result of a virus scan, when scanning with all scanners, is 'Contains Virus' and 'Cleaned Virus' 
Write log message(s) with 'Virus Cleaned' 
And pass message to the next rule for processing. 

Standard Rule: Block Virus (Disabled) 
This rule will invoke all virus scanners that have been installed and defined within MailMarshal. All messages 
outbound to the organization will be scanned. If a virus scanner detects a virus the rule will quarantine the message 
and notify the local sender. Note: You must install a supported virus scanner, define the scanner within MailMarshal 
and then enable this rule in order to check for viruses.  
When a message arrives 
Where message is outgoing 
Where the result of a virus scan, when scanning with all scanners, is 'Contains Virus' 
Send a 'Virus Out' notification message 
    And move the message to 'Virus' 

Standard Rule: Virus Scanning Errors (Disabled) 
The purpose of this rule is to correctly handle virus scanner errors if they occur. All messages outbound to the 
organization will be scanned. If the virus scanner encounters a problem during scanning the rule will quarantine the 
message and notify the local sender. Note: You must install a supported virus scanner, define the scanner within 
MailMarshal and then enable this rule in order to check for virus scanning errors.  
When a message arrives 
Where message is outgoing 
Where the result of a virus scan, when scanning with all scanners, is 'Password Protected' or 'Corrupt File' or 
'Signatures Out Of Date' or 'Could Not Unpack Or Analyze' or 'Unexpected Error' 
Send a 'Virus Scanning Errors out' notification message 
    And move the message to 'Virus Scanner Errors' 

Standard Rule: Block Known Virus Attachments  
This rule checks for names of attachments associated with known viruses. To keep this rule up to date, subscribe to 
an alert service and add to the list of attachments when significant new viruses appear. 
When a message arrives 
Where message is outgoing 
Where message contains attachments named '????card.id????.cmd' or '????card.id????.bat' or 
'????card.id????.pif' or '????card.id????.com' or '????card.php????.cmd' or '????card.php????.bat' or 
'????card.php????.pif' or '????card.php????.com' or 'document_all_*.exe' or 'document_all_*.scr' or 
'document_all_*.pif' or 'message_*.exe' or 'message_*.scr' or 'message_*.pif' or 'excel document_*.scr' or 'excel 
document_*.pif' or 'word document_*.scr' or 'word document_*.pif' or 'screensaver_*.exe' or 'screensaver_*.scr' or 
'screensaver_*.pif' or 'screensaver_*.zip' or 'application_*.scr' or 'website_*.scr' or 'website_*.pif' or 'product_*.scr' or 
'letter_*.scr' or 'information_*.scr' or 'details_*.scr' or 'document_*.scr' or 'all_document_*.pif' or 'document_4351.pif' 
or 'document_excel.pif' or 'document_full.pif' or 'document_word.pif' or 'message_details.pif' or 'message_part2.pif' or 
'mp3music.pif' or 'my_details.pif' or 'your_archive.pif' or 'your_bill.pif' or 'your_details.pif' or 'your_document.pif' or 
'your_file.pif' or 'your_letter.pif' or 'your_picture.pif' or 'your_product.pif' or 'your_text.pif' or 'your_website.pif' or 
'yours.pif' or 'party.???.???' or 'disco.???.???' or 'mail2.???.???' or 'ranking.???.???' or 'jokes.???.???' or 
'nomoney.???.???' or 'aboutyou.???.???' or 'shower.???.???' or 'topseller.???.???' or 'product.???.???' or 
'swimmingpool.???.???' or 'posting.???.???' or 'creditcard.???.???' or 'readme.???.exe' or 'transcript.???.exe' or 
'mail.???.exe' or 'letter.???.exe' or 'document.???.exe' or 'message.???.exe' or 'readme.???.com' or 
'instruction.???.com' or 'transcript.???.com' or 'mail.???.com' or 'letter.???.com' or 'attachment.???.com' or 
'document.???.com' or 'message.???.com' or 'readme.???.bat' or 'instruction.???.bat' or 'transcript.???.bat' or 
'readme.???.cmd' or 'instruction.???.cmd' or 'transcript.???.cmd' or 'mail.???.cmd' or 'letter.???.cmd' or 'file.???.cmd' 
or 'text.???.cmd' or 'attachment.???.cmd' or 'document.???.cmd' or 'message.???.cmd' or 'readme.???.scr' or 
'instruction.???.scr' or 'transcript.???.scr' or 'mail.???.scr' or 'letter.???.scr' or 'file.???.scr' or 'text.???.scr' or 
'attachment.???.scr' or 'document.???.scr' or 'message.???.scr' or 'readme.???.pif' or 'instruction.???.pif' or 
'transcript.???.pif' or 'mail.???.pif' or 'letter.???.pif' or 'file.???.pif' or 'text.???.pif' or 'attachment.???.pif' or 
'document.???.pif' or 'message.???.pif' 
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Send a 'Virus Attachment Out' notification message 
    And move the message to 'Virus Suspected' 

Standard Rule: Block Known Threats  
This rule invokes an XML Category script to search outbound messages for words and phrases associated with 
known worms and viruses. To keep this rule effective you can add to the Known Worms script when nasty new 
viruses appear. If the rule detects keywords associated with Known Worms it will quarantine the message and notify 
the local sender. 
When a message arrives 
Where message is outgoing 
Where message is categorized as 'Known Threats' and type is ANY except 'DayZero Outbreak' 
Send a 'Worm Out' notification message 
    And move the message to 'Virus Suspected' 

Standard Rule: Block Threats - Zero Day Protection Framework (Disabled) 
PLEASE NOTE - Enable this rule at your own risk. Because of the nature of Zero Day updates, they are published 
with more limited quality testing than our normal threat updates.  
 
The rule invokes the ZeroDay Threats category script. This script is automatically updated in response to new threat 
outbreaks.  
When a message arrives 
Where message is outgoing 
Where message is categorized as 'Zero Day Threats' 
Send a 'Worm In' notification message 
    And move the message to 'Virus Suspected' 

Standard Rule: Block Suspect Script and Code (Disabled) 
This rule invokes the TextCensor script 'Script and Code' to search the message for suspicious scripting or code 
associated with known vulnerabilities. Most organizations will have little or no need to send this type of data in an 
email message. If the script triggers, it will quarantine the message and notify the local sender. 
When a message arrives 
Where message is outgoing 
Where message triggers text censor script(s) 'Script and Code' 
Send a 'Script and Code out' notification message 
    And move the message to 'Suspect' 

Standard Rule: Block Virus Hoaxes (Disabled) 
This rule invokes the TextCensor script Generic Virus Hoaxes to search the message for words and phrases 
associated with typical virus hoax messages. If the rule triggers it will quarantine the message and notify the local 
sender. 
 
When a message arrives 
Where message is outgoing 
Where message triggers text censor script(s) 'Generic Virus Hoaxes' 
Send a 'Potential Junk Mail out' notification message 
    And move the message to 'Junk' 

8 Rule(s) 

 

Policy Group: Attachment Management (Inbound) 

Standard Rule: Block Suspect Attachments  
This rule will block any attachment by matching the filename extension with a list of file types that could potentially 
contain suspect or malicious content. If the rule detects a file with a listed extension it will quarantine the message 
and notify the local recipient(s).  
When a message arrives 
Where message is incoming 
Where message contains attachments named '*.bat' or '*.chm' or '*.cmd' or '*.com' or '*.pif' or '*.hlp' or '*.hta' or '*.inf' 
or '*.ins' or '*.js' or '*.jse' or '*.lnk' or '*.reg' or '*.scr' or '*.sct' or '*.shs' or '*.url' or '*.vb' or '*.vbe' or '*.vbe' or '*.vbs' or 
'*.wsc' or '*.wsf' or '*.wsh' or '*.nws' or '*.{*}' 
Send a 'File Extension in' notification message 
    And move the message to 'Suspect' 
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Standard Rule: Block Password Protected Attachments  
This rule will block any message containing password-protected attachments. This is important, as this type of data 
cannot be virus checked or content managed at the gateway. If the rule detects password protected attachments it 
will quarantine the message and notify the local recipient(s). 
When a message arrives 
Where message is incoming 
Where message attachment is of type 'SEAEncrypt' or 'ARJsfxcrypt' or 'RARsfxcrypt' or 'ZIPsfxcrypt' or 'DOCcrypt' or 
'PDFcrypt' or 'SITEncrypt' or 'ARJcrypt' or 'RARcrypt' or 'ZIPcrypt' 
Send a 'Password Protected in' notification message 
    And move the message to 'Attachment Type - Encrypted' 

Standard Rule: Block Unknown Attachments  
This rule will block any message containing attachments that are unrecognizable by MailMarshal. This is important, 
as some users will try to modify attachments to make them unrecognizable to the gateway in order to allow data into 
the organization. If the rule detects unrecognizable attachments it will quarantine the message and notify the 
Administrator and local recipient(s). 
When a message arrives 
Where message is incoming 
Where message attachment is of type 'BIN' 
    And where attachment parent is not of type: 'DOC' or 'XLS' or 'PPT' or 'PPS' or 'PDF' 
Send a 'Administrator Generic (With message attached)' and a 'Unrecognized Attachment in' notification message 
    And move the message to 'Attachment Type - Unknown' 

Standard Rule: Block Fragmented Messages  
This rule checks in the message header to see if the message is fragmented. If it is then it quarantines the message 
and notifies the local recipient(s). Because fragmented messages and/or attachments could contain dangerous code 
(virus, trojan or be of a file type that is not allowed by corporate policy) and can not be scanned for these items until it 
is reassembled, they should be handled with care.  
When a message arrives 
Where message is incoming 
Where message contains one or more headers 'Detect Fragmented Message' 
Send a 'Fragmented Message in' notification message 
    And move the message to 'Suspect' 

Standard Rule: Block Double Extension Filenames  
This rule will block any attachment with a double extension filename. This is a common method to disguise malicious 
email attachments. Because Windows hides the extra extension, the real nature of these files is able to remain 
hidden until the file is executed. Many viruses and worms generate email attachments with double executable 
extensions to disguise themselves as legitimate files. NOTE: Users often name their documents with double (or more) 
extensions, so you may want to change this rule to "copy" to a file for a test period prior to implementing.  
When a message arrives 
Where message is incoming 
Where message contains attachments named '*.??.??' or '*.??.???' or '*.??.????' or '*.???.??' or '*.???.???' or 
'*.???.????' 
Send a 'File Extension in' notification message 
    And move the message to 'Suspect' 

Standard Rule: Block EXECUTABLE Files  
This rule blocks messages with EXECUTABLE attachments, except where addressed to users listed in the 
'Information Technology' group. This type of rule uses MailMarshal's attachment decoder technology to detect 
executables irrespective of what they are called.  
When a message arrives 
Where message is incoming 
    Except where addressed to 'Information Technology' 
Where message attachment is of type 'EXECUTABLE' 
Send a 'Executable in' notification message 
    And move the message to 'Attachment Type - Executables' 

Standard Rule: Block Suspected Pornographic Images (Disabled) 
This rule utilizes MailMarshal's Image Analyzer to scan attached images for suspected pornographic content. Image 
Analyzer must be licensed for this rule to work correctly.  
When a message arrives 
Where message is incoming 
Where the attached image is inappropriate 
Send a 'Suspect Image In' notification message 
    And move the message to 'Suspect Images' 
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Standard Rule: Block EXECUTABLE Files (unless zipped) (Disabled) 
This rule blocks messages with EXECUTABLE attachments, except where the executable files are actually archived 
within a zip file or similar. 
When a message arrives 
Where message is incoming 
Where message attachment is of type 'EXECUTABLE' 
    And where attachment parent is not of type: 'ARCHIVE' 
Send a 'Executable in' notification message 
    And move the message to 'Attachment Type - Executables' 

Standard Rule: Block SMIME and PGP Encrypted (Disabled) 
This rule will block any message containing PGP or S/MIME encrypted data. This is important, as this type of data 
cannot be virus checked or content managed at the gateway (unless you have the MailMarshal Secure option 
installed). If the rule detects PGP or S/MIME data it will quarantine the message and notify the local recipient(s). 
When a message arrives 
Where message is incoming 
Where message attachment is of type 'P7M' or 'PGP' 
Send a 'Encrypted in' notification message 
    And move the message to 'Attachment Type - Encrypted' 

Standard Rule: Block VIDEO Files (Disabled) 
This rule blocks messages with VIDEO attachments, except where addressed to users listed in the 'Information 
Technology' and 'Marketing' groups. This type of rule uses MailMarshal's attachment decoder technology, which 
detects video files irrespective of what they are called.  
When a message arrives 
Where message is incoming 
    Except where addressed to 'Information Technology' or 'Marketing' 
Where message attachment is of type 'VIDEO' 
Send a 'Video in' notification message 
    And move the message to 'Attachment Type - Video and Sound' 

Standard Rule: Block IMAGE Files (Disabled) 
This rule blocks messages with IMAGE attachments, except where addressed to users listed in the 'Executive Team', 
'Sales', 'Information Technology' and 'Marketing' groups. The rule also has a size condition, so that any images under 
15KB are excluded - images this small are typically business-related logos. The rule uses MailMarshal's attachment 
decoder technology, which detects image files irrespective of what they are called.  
When a message arrives 
Where message is incoming 
    Except where addressed to 'Information Technology' or 'Marketing' or 'Sales' 
Where message attachment is of type 'IMAGE' 
    And where message attachment size is greater than '15 KB' 
Send a 'Image in' notification message 
    And move the message to 'Attachment Type - Images' 

Standard Rule: Block SOUND Files (Disabled) 
This rule blocks messages with SOUND attachments, except where addressed to users listed in the 'Information 
Technology' and 'Marketing' groups. This type of rule uses MailMarshal's attachment decoder technology, which 
detects sound files irrespective of what they are called. 
When a message arrives 
Where message is incoming 
    Except where addressed to 'Information Technology' or 'Marketing' 
Where message attachment is of type 'SOUND' 
Send a 'Sound in' notification message 
    And move the message to 'Attachment Type - Video and Sound' 

Standard Rule: Block IMAGES (unless fingerprint is known) (Disabled) 
This rule blocks messages with IMAGE attachments, except where the fingerprint for that image is known to 
MailMarshal. This is a useful way to allow company logos to be excluded from an image-blocking rule. Fingerprints 
can be made known to MailMarshal from the Console when processing a quarantined message.  
When a message arrives 
Where message is incoming 
Where message attachment is of type 'IMAGE' 
    And where attachment fingerprint is not known  
Send a 'Image in' notification message 
    And move the message to 'Attachment Type - Images' 
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Standard Rule: Strip Executable Attachments (Disabled) 
This rule strips EXECUTABLE attachments from messages, except where addressed to users listed in the 
'Information Technology' user group. This type of rule uses MailMarshal's attachment decoder technology, which 
detects executables irrespective of what the file name extension. The rule will take a copy of the original message 
plus attachments, remove the EXECUTABLE files from the message, and stamp the message indicating what file has 
been removed. 
When a message arrives 
Where message is incoming 
    Except where addressed to 'Information Technology' 
Where message attachment is of type 'EXECUTABLE' 
Copy the message to 'Attachment Type - Executables' 
    And strip attachment 
    And stamp message with 'Removed Attachments' 
And pass message to the next rule for processing. 

Standard Rule: Block more than 10 Attachments (Disabled) 
This rule blocks any message where the number of attachments is greater than 10. This rule does not count files 
contained within an archive such as a Zip file. A high number of attachments may be a signal that the message is 
non-business related. 
When a message arrives 
Where message is incoming 
Where number of attachments is greater than '10' 
Send a 'Generic in' notification message 
    And move the message to 'Junk' 

Standard Rule: Block Messages Over 30MB (Disabled) 
This is a Standard rule to quarantine messages, except where addressed to the 'Information Technology' user group, 
that are over 30MB in size. This rule is used in conjunction with the 30MB Receiver rule to block messages from non-
ESMTP mail servers. Please note that this rule uses Message size, not attachment size. For example, at 28MB 
attachment would typically push the Message size well above 30MB. This is normal and expected behavior for MIME 
encoding.  
When a message arrives 
Where message is incoming 
    Except where addressed to 'Information Technology' 
Where message size is greater than '30720 KB' 
Send a 'Generic in' notification message 
    And move the message to 'Oversize' 

16 Rule(s) 

 

Policy Group: Attachment Management (Outbound) 

Standard Rule: Block Suspect Attachments  
This rule will block any attachment by matching the filename extension with a list of file types that could potentially 
contain suspect or malicious content. If the rule detects a file with a listed extension it will quarantine the message 
and notify the local sender.  
When a message arrives 
Where message is outgoing 
Where message contains attachments named '*.bat' or '*.chm' or '*.cmd' or '*.com' or '*.pif' or '*.hlp' or '*.hta' or '*.inf' 
or '*.ins' or '*.js' or '*.jse' or '*.lnk' or '*.reg' or '*.scr' or '*.sct' or '*.shs' or '*.url' or '*.vb' or '*.vbe' or '*.vbe' or '*.vbs' or 
'*.wsc' or '*.wsf' or '*.wsh' or '*.nws' or '*.{*}' 
Send a 'File Extension out' notification message 
    And move the message to 'Suspect' 

Standard Rule: Block Password Protected Attachments  
This rule will block any message containing password-protected attachments. This is important, as this type of data 
cannot be virus checked or content managed at the gateway. If the rule detects password protected attachments it 
will quarantine the message and notify the local sender. 
When a message arrives 
Where message is outgoing 
Where message attachment is of type 'SEAEncrypt' or 'ARJsfxcrypt' or 'RARsfxcrypt' or 'ZIPsfxcrypt' or 'DOCcrypt' or 
'PDFcrypt' or 'SITEncrypt' or 'ARJcrypt' or 'RARcrypt' or 'ZIPcrypt' 
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Send a 'Password Protected out' notification message 
    And move the message to 'Attachment Type - Encrypted' 

Standard Rule: Block Unknown Attachments  
This rule will block any message containing attachments that are unrecognizable by MailMarshal. This is important, 
as some users will try to modify attachments to make them unrecognizable to the gateway in order to allow data into 
the organization. If the rule detects unrecognizable attachments it will quarantine the message and notify the 
Administrator and local sender. 
When a message arrives 
Where message is outgoing 
Where message attachment is of type 'BIN' 
    And where attachment parent is not of type: 'DOC' or 'XLS' or 'PPT' or 'PPS' or 'PDF' 
Send a 'Administrator Generic (With message attached)' and a 'Unrecognized Attachment out' notification message 
    And move the message to 'Attachment Type - Unknown' 

Standard Rule: Block Fragmented Messages  
This rule checks in the message header to see if the message is fragmented. If it is then it quarantines the message 
and notifies the local sender. Because fragmented messages and/or attachments could contain dangerous code 
(virus, trojan or be of a file type that is not allowed by corporate policy) and can not be scanned for these items until it 
is reassembled, they should be handled with care.  
When a message arrives 
Where message is outgoing 
Where message contains one or more headers 'Detect Fragmented Message' 
Send a 'Fragmented Message out' notification message 
    And move the message to 'Suspect' 

Standard Rule: Block Suspected Pornographic Images (Disabled) 
This rule utilizes MailMarshal's Image Analyzer to scan attached images for suspected pornographic content. Image 
Analyzer must be licensed for this rule to work correctly.  
When a message arrives 
Where message is outgoing 
Where the attached image is inappropriate 
Send a 'Suspect Image Out' notification message 
    And move the message to 'Suspect Images' 

Standard Rule: Block EXECUTABLE Files (Disabled) 
This rule blocks messages with EXECUTABLE attachments, except where addressed from users listed in the 
'Information Technology' group. This type of rule uses MailMarshal's attachment decoder technology to detect 
executables irrespective of what they are called.  
When a message arrives 
Where message is outgoing 
    Except where addressed from 'Information Technology' 
Where message attachment is of type 'EXECUTABLE' 
Send a 'Executable out' notification message 
    And move the message to 'Attachment Type - Executables' 

Standard Rule: Block EXECUTABLE Files (unless zipped) (Disabled) 
This rule blocks messages with EXECUTABLE attachments, except where the executable files are actually archived 
within a zip file or similar. 
When a message arrives 
Where message is outgoing 
Where message attachment is of type 'EXECUTABLE' 
    And where attachment parent is not of type: 'ARCHIVE' 
Send a 'Executable out' notification message 
    And move the message to 'Attachment Type - Executables' 

Standard Rule: Block SMIME and PGP Encrypted (Disabled) 
This rule will block any message containing PGP or S/MIME encrypted data. This is important, as this type of data 
cannot be virus checked or content managed at the gateway (unless you have the MailMarshal Secure option 
installed). If the rule detects PGP or S/MIME data it will quarantine the message and notify the local sender. 
When a message arrives 
Where message is outgoing 
Where message attachment is of type 'P7M' or 'PGP' 
Send a 'Encrypted out' notification message 
    And move the message to 'Attachment Type - Encrypted' 
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Standard Rule: Block VIDEO Files (Disabled) 
This rule blocks messages with VIDEO attachments, except where addressed from users listed in the 'Information 
Technology' and 'Marketing' groups. This type of rule uses MailMarshal's attachment decoder technology, which 
detects video files irrespective of what they are called.  
When a message arrives 
Where message is outgoing 
    Except where addressed from 'Information Technology' or 'Marketing' 
Where message attachment is of type 'VIDEO' 
Send a 'Video out' notification message 
    And move the message to 'Attachment Type - Video and Sound' 

Standard Rule: Block IMAGE Files (Disabled) 
This rule blocks messages with IMAGE attachments, except where addressed from users listed in the 'Executive 
Team', 'Sales', 'Information Technology' and 'Marketing' groups. The rule also has a size condition, so that any 
images under 15KB are excluded - images this small are typically business-related logos. The rule uses 
MailMarshal's attachment decoder technology, which detects image files irrespective of what they are called.  
When a message arrives 
Where message is outgoing 
    Except where addressed from 'Information Technology' or 'Marketing' or 'Sales' or 'Executive Team' 
Where message attachment is of type 'IMAGE' 
    And where message attachment size is greater than '15 KB' 
Send a 'Image out' notification message 
    And move the message to 'Attachment Type - Images' 

Standard Rule: Block SOUND Files (Disabled) 
This rule blocks messages with SOUND attachments, except where addressed from users listed in the 'Information 
Technology' and 'Marketing' groups. This type of rule uses MailMarshal's attachment decoder technology, which 
detects sound files irrespective of what they are called. 
When a message arrives 
Where message is outgoing 
    Except where addressed from 'Information Technology' or 'Marketing' 
Where message attachment is of type 'SOUND' 
Send a 'Sound out' notification message 
    And move the message to 'Attachment Type - Video and Sound' 

Standard Rule: Park Large Files for Later Delivery (Disabled) 
This rule sets aside messages in a special folder called 'Parked Large Files'. This rule will trigger if the bandwidth 
required to deliver the messages exceeds a certain value - in this case 20MB. The bandwidth calculation is a product 
of the actual message size, and the number of individual destination mailservers that MailMarshal will need to 
connect to in order to deliver the message. These messages will be released automatically after business hours. You 
can configure the release schedule by altering the properties of the 'Parked Large Files' folder.  
 
This is commonly used to deliver large mail-outs after business hours and only the sender is notified that a message 
has been parked for later delivery. 
When a message arrives 
Where message is outgoing 
Where the estimated bandwidth required for delivery is greater than '20480 KB' 
Send a 'Message Delayed' notification message 
    And Park the message in 'Parked Large Files' 

Standard Rule: Strip Executable Attachments (Disabled) 
This rule strips EXECUTABLE attachments from messages, except where addressed from users listed in the 
'Information Technology' user group. This type of rule uses MailMarshal's attachment decoder technology, which 
detects executables irrespective of what the file name extension. The rule will take a copy of the original message 
plus attachments, remove the EXECUTABLE files from the message, and stamp the message indicating what file has 
been removed. 
When a message arrives 
Where message is outgoing 
    Except where addressed from 'Information Technology' 
Where message attachment is of type 'EXECUTABLE' 
Copy the message to 'Attachment Type - Executables' 
    And strip attachment 
    And stamp message with 'Removed Attachments' 
And pass message to the next rule for processing. 
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Standard Rule: Block Messages Over 30MB (Disabled) 
This is a Standard rule to quarantine messages, except where addressed from the 'Information Technology' user 
group, that are over 30MB in size. This rule is used in conjunction with the 30MB Receiver rule to block messages 
from non-ESMTP mail servers. Please note that this rule uses Message size, not attachment size. For example, at 
28MB attachment would typically push the Message size well above 30MB. This is normal and expected behavior for 
MIME encoding.  
When a message arrives 
Where message is outgoing 
    Except where addressed from 'Information Technology' 
Where message size is greater than '30720 KB' 
Send a 'Generic out' notification message 
    And move the message to 'Oversize' 

14 Rule(s) 

 

Policy Group: Policy Management (Inbound) 

Standard Rule: Social Security Number detection (Disabled) 
This rule searches the message body for numbers in the format of a US Social Security Number. To trigger, the rule 
also requires the presence of word(s) like "social", "ssn" or "soc num" in the subject or body.  
When a message arrives 
Where message is incoming 
Where message is categorized as 'Social Security' 
Send a 'Policy Risk in' notification message 
    And move the message to 'Policy Breaches' 

Standard Rule: SEC Compliance Rule (Disabled) 
This rule checks for keywords which would indicate possible SEC compliance issues. This rule archives all messages 
with such content for one year. If you enable this rule please review the retention time on the folder, as you may need 
longer than one year. Also, consider the storage requirements that arise as a result of archiving large volumes of 
email for long periods. The original message is allowed through to the intended recipient. 
When a message arrives 
Where message is incoming 
Where message triggers text censor script(s) 'Keyword list - SEC' 
Copy the message to 'Policy Breaches - SEC' 
And pass message to the next rule for processing. 

Standard Rule: Credit Card Number detection (Disabled) 
This rule searches the message body for numbers in the format of a Credit Card numbers. To trigger, the rule 
typically requires the presence of word(s) like "credit", "card" or "expiry" in the subject or body.  
When a message arrives 
Where message is incoming 
Where message is categorized as 'CreditCard' 
Send a 'Policy Risk in' notification message 
    And move the message to 'Policy Breaches' 

Standard Rule: Sarbanes-Oxley Compliance Rule (Disabled) 
This rule checks for keywords which would indicate possible Sarbanes-Oxley compliance issues. This rule archives 
all messages with such content for one year. If you enable this rule please review the retention time on the folder, as 
you may need longer than one year. Also, consider the storage requirements that arise as a result of archiving large 
volumes of email for long periods. The original message is allowed through to the intended recipient. 
When a message arrives 
Where message is incoming 
Where message triggers text censor script(s) 'Keyword list - SOX' 
Copy the message to 'Policy Breaches - SOX' 
And pass message to the next rule for processing. 

Standard Rule: Racist and Hate content (Disabled) 
This rule monitors email for racist and hate content. If the TextCensor script triggers then a copy of the message is 
held for review, and the original message is allowed through to the original recipient.  
When a message arrives 
Where message is incoming 
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Where message triggers text censor script(s) 'Language - Racist and Hate' 
Copy the message to 'Policy Breaches' 
And pass message to the next rule for processing. 

Standard Rule: Weapons related content (Disabled) 
This rule monitors email for weapons-related content. If the TextCensor script triggers then a copy of the message is 
held for review, and the original message is allowed through to the original recipient.  
When a message arrives 
Where message is incoming 
Where message triggers text censor script(s) 'Weapons related content' 
Copy the message to 'Policy Breaches' 
And pass message to the next rule for processing. 

6 Rule(s) 

 

Policy Group: Policy Management (Outbound) 

Standard Rule: Block Pornographic Language  
This rule invokes a TextCensor script to search the message for pornographic and sexually explicit words and 
phrases. It does not specifically target Spam messages, rather it searches for any sexually explicit content. This rule 
uses the "Language - Pornographic" TextCensor script but you can create your own, or use our scripts as a template.  
When a message arrives 
Where message is outgoing 
Where message triggers text censor script(s) 'Language - Pornographic' 
Send a 'Language out' notification message 
    And move the message to 'Language' 

Standard Rule: Block Common & Mild Profanity (Disabled) 
This rule invokes a TextCensor script to search the message for common profanities and mildly abusive words and 
phrases. This rule uses the "Language - Mild Profanity" TextCensor script but you can create your own, or use our 
scripts as a template.  
When a message arrives 
Where message is outgoing 
Where message triggers text censor script(s) 'Language - Mild Profanity' 
Send a 'Language out' notification message 
    And move the message to 'Language' 

Standard Rule: Social Security Number detection (Disabled) 
This rule searches the message body for numbers in the format of a US Social Security Number. To trigger, the rule 
also requires the presence of word(s) like "social", "ssn" or "soc num" in the subject or body.  
When a message arrives 
Where message is outgoing 
Where message is categorized as 'Social Security' 
Send a 'Policy Risk out' notification message 
    And move the message to 'Policy Breaches' 

Standard Rule: SEC Compliance Rule (Disabled) 
This rule checks for keywords which would indicate possible SEC compliance issues. This rule archives all messages 
with such content for one year. If you enable this rule please review the retention time on the folder, as you may need 
longer than one year. Also, consider the storage requirements that arise as a result of archiving large volumes of 
email for long periods. The original message is allowed through to the intended recipient. 
When a message arrives 
Where message is outgoing 
Where message triggers text censor script(s) 'Keyword list - SEC' 
Copy the message to 'Policy Breaches - SEC' 
And pass message to the next rule for processing. 

Standard Rule: Credit Card Number detection (Disabled) 
This rule searches the message body for numbers in the format of a Credit Card numbers. To trigger, the rule 
typically requires the presence of word(s) like "credit", "card" or "expiry" in the subject or body.  
When a message arrives 
Where message is outgoing 
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Where message is categorized as 'CreditCard' 
Send a 'Policy Risk out' notification message 
    And move the message to 'Policy Breaches' 

Standard Rule: Sarbanes-Oxley Compliance Rule (Disabled) 
This rule checks for keywords which would indicate possible Sarbanes-Oxley compliance issues. This rule archives 
all messages with such content for one year. If you enable this rule please review the retention time on the folder, as 
you may need longer than one year. Also, consider the storage requirements that arise as a result of archiving large 
volumes of email for long periods. The original message is allowed through to the intended recipient. 
When a message arrives 
Where message is outgoing 
Where message triggers text censor script(s) 'Keyword list - SOX' 
Copy the message to 'Policy Breaches - SOX' 
And pass message to the next rule for processing. 

Standard Rule: Monitor CVs and Resumes (Disabled) 
This rule uses the TextCensor script "Resume and CVs" to look for signs of Resumes & CVs in outbound email. It 
copies the message to the folder called "Policy Breaches" and logs an entry into the database for later reporting. The 
original message is allowed through to the intended recipient. 
When a message arrives 
Where message is outgoing 
Where message triggers text censor script(s) 'Resume and CVs' 
Copy the message to 'Policy Breaches' 
    And write log message(s) with 'Contains a CV' 
And pass message to the next rule for processing. 

Standard Rule: Racist and Hate content (Disabled) 
This rule monitors email for racist and hate content. If the TextCensor script triggers then a copy of the message is 
held for review, and the original message is allowed through to the original recipient.  
When a message arrives 
Where message is outgoing 
Where message triggers text censor script(s) 'Language - Racist and Hate' 
Copy the message to 'Policy Breaches' 
And pass message to the next rule for processing. 

Standard Rule: Weapons related content (Disabled) 
This rule monitors email for weapons-related content. If the TextCensor script triggers then a copy of the message is 
held for review, and the original message is allowed through to the original recipient.  
When a message arrives 
Where message is outgoing 
Where message triggers text censor script(s) 'Weapons related content' 
Copy the message to 'Policy Breaches' 
And pass message to the next rule for processing. 

Standard Rule: Remove sensitive header information (Disabled) 
This rule removes selected header fields which may give away too much information about internal mail systems. 
Fields like X-MimeOLE can contain information about the type and version of mail server used internally. Even the 
Received lines which are added locally can reveal too much information about internal systems. This rule should only 
be applied to messages which are leaving your company, and are bound for the internet. 
When a message arrives 
Where message is outgoing 
Rewrite message headers using 'Remove selected Header fields' 
And pass message to the next rule for processing. 

Standard Rule: Stamp Scanned and Processed  
This rule places the MailMarshal Scanned message stamp on every outbound message. This is useful to let the 
intended recipient(s) know that the message has been content checked and is unlikely to contain material that they 
would not want to receive. 
When a message arrives 
Where message is outgoing 
Where message is outgoing 
Stamp message with 'MailMarshal Scanned' 
And pass message to the next rule for processing. 

11 Rule(s) 
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Policy Group: Spam & Junk Mail 

Standard Rule: Allow Senders in Global Whitelist  
This rule allows message from any sender listed in the Global Whitelist to be excluded from the remainder of the 
'Spam & Junk Mail' Policy Group. Add trusted or wanted sources of email to this Whitelist. 
When a message arrives 
Where message is incoming 
Where addressed from 'Global Whitelist' 
Pass the message on to the next policy group 

Standard Rule: Allow Senders in Recipient Allow List  
This rule allows messages from any sender listed in the Recipients 'Allow List' to be excluded from the remainder of 
the 'Spam & Junk Mail' Policy Group. Users can create their own Allow List via the End User Management web 
console. 
When a message arrives 
Where message is incoming 
Where the sender is in the recipient's safe senders list 
Pass the message on to the next policy group 

Standard Rule: Block Senders in Recipient Block List  
This rule allows messages from any sender listed in the Recipients 'Block List' to be immediately quarantined to the 
Spam folder. Users can create their own Block List via the End User Management web console. 
When a message arrives 
Where message is incoming 
Where the sender is in the recipient's blocked senders list 
Move the message to 'Spam' 

Standard Rule: Block Spam - Pornography (Disabled) 
This rule uses the MailMarshal SpamCensor filter to identify Pornographic Spam messages. 
When a message arrives 
Where message is incoming 
Where message size is less than '175 KB' 
    And where message is categorized as 'Spam' and type is 'Adult' 
Move the message to 'Spam Type - Pornographic' 

Standard Rule: Block Spam - Phishing  
This rule uses the MailMarshal SpamCensor filter to identify Phish and identity theft type Spam messages. 
When a message arrives 
Where message is incoming 
Where message size is less than '175 KB' 
    And where message is categorized as 'Spam' and type is 'Phishing' 
Move the message to 'Spam Type - Phish' 

Standard Rule: Block Spam - SpamCensor  
This rule uses the MailMarshal SpamCensor filter to identify spam messages based on a scoring system. Messages 
that exceed 60 points are quarantined to the 'Spam' folder. The SpamCensor filter is a special type of Category Script 
that is automatically updated by Marshal. 
When a message arrives 
Where message is incoming 
Where message size is less than '175 KB' 
    And where message is categorized as 'Spam' 
Move the message to 'Spam' 

Standard Rule: Block Spam - URLCensor (by domain)  
This rule invokes the URLCensor to parse the message in order to extract URLs and Web links. MailMarshal then 
takes the top-level domains found in those links and performs a query against a URL Blacklist - by default we use the 
SURBL blacklist (see www.surbl.org). If the query returns positive, the message will be quarantined to the Spam 
folder.  
When a message arrives 
Where message is incoming 
Where message size is less than '175 KB' 
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    And where message is categorized as 'URLCensor Blacklisted' 
Move the message to 'Spam' 

Standard Rule: Block Spam - Spamhaus Blacklisted  
This rule uses the category script 'Spamhaus Blacklisted' to perform a query of the IP addresses in the message 
header against the Spamhaus SBL-XBL blacklist server (see www.spamhaus.org). If the query returns positive, the 
message will be quarantined to the Spam folder.  
When a message arrives 
Where message is incoming 
Where message size is less than '175 KB' 
    And where message is categorized as 'Spamhaus Blacklisted' 
Move the message to 'Spam' 

Standard Rule: Block Spam - SpamCop Blacklisted  
This rule uses the category script 'SpamCop Blacklisted' to perform a query of the IP addresses in the message 
header against the SpamCop DNS blacklist server (see www.spamcop.net). If the query returns positive, the 
message will be quarantined to the Spam folder. You can use this rule and its xml file (spamcop.xml) as a template 
for other DNS Blacklists rules. 
When a message arrives 
Where message is incoming 
Where message size is less than '175 KB' 
    And where message is categorized as 'SpamCop Blacklisted' 
Move the message to 'Spam' 

Standard Rule: Block Spam - URLCensor (by IP address)  
This rule invokes the URLCensor to parse the message in order to extract URLs and Web links and extract the base 
domain name from these links. DNS is then used to resolve these domain(s) to their corresponding IP Address(es). 
MailMarshal then takes these IP Address and performs a second DNS query, this time against an IP Blacklist - by 
default we use the SpamHaus blacklist (see www.spamhaus.org).  
If the query succeeds, the message will be quarantined to the Spam folder. By default, this rule is designed to trigger 
after the URLCensor so that only the URLs not caught by URLCensor will be subjected to DNS lookup, thereby 
minimizing resource overhead. 
When a message arrives 
Where message is incoming 
Where message size is less than '175 KB' 
    And where message is categorized as 'URLCensor IPBlacklist' 
Move the message to 'Spam' 

Standard Rule: Block Spam - Administrator Maintained Keyword list  
This rule uses a locally maintained TextCensor script to identify specific problematic spam and keywords and 
quarantine them to the 'Spam' folder. To use, simply add a unique identifying phrase to the TextCensor script to block 
incidents of the same message. 
When a message arrives 
Where message is incoming 
Where message size is less than '175 KB' 
    And where message triggers text censor script(s) 'Spam - Administrator maintained keyword list' 
Move the message to 'Spam' 

Standard Rule: Block Spam - CountryCensor (Disabled) 
The CountryCensor can be used to identify the geographical location of the IP addresses listed in the message 
header. This can be used to eliminate all traffic from heavily Spamming countries. This could be used where you 
would expect to receive no legitimate email from these countries.  
By default CountryCensor is not configured to block mail from any specific countries. Information of the configuration 
of CountryCensor can be found in CountryCensor.xml, which is located in the Config folder, by default a subfolder of 
the MailMarshal install folder. Make your changes on the Array Manager, and then push your changes to all your 
nodes by hitting "Commit Configuration Changes" 
When a message arrives 
Where message is incoming 
Where message is categorized as 'CountryCensor' 
Move the message to 'Spam' 

Standard Rule: Block Spam - Zero Day Protection Framework (Disabled) 
PLEASE NOTE - Enable this rule at your own risk. Because of the nature of Zero Day updates, they are published 
with more limited quality testing than our normal SpamCensor updates.  
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The rule invokes the ZeroDay Spam category script. This script will be automatically updated in response to large 
scale or worldwide Spam outbreaks. It is intended to be a short-term measure to protect you until the SpamCensor is 
updated to handle the threat.  
When a message arrives 
Where message is incoming 
Where message is categorized as 'Zero Day Spam' 
Move the message to 'Spam Type - Zero Day' 

Standard Rule: Block if 'From:' Field is Invalid  
This rule will block any message that arrives with a missing or invalid 'From:' field. It is not configured to send any 
notifications.  
When a message arrives 
Where message is incoming 
Where message is categorized as 'InvalidFrom' 
Move the message to 'Junk' 

Standard Rule: Block Suspect Script and Code  
This rule invokes the TextCensor script 'Script and Code' to search the message for suspicious scripting or code 
associated with known vulnerabilities. Most organizations will have little or no need to receive this type of data in an 
email message. If the script triggers, it will quarantine the message and notify the local recipient(s). 
When a message arrives 
Where message is incoming 
Where message triggers text censor script(s) 'Script and Code' 
Send a 'Script and Code in' notification message 
    And move the message to 'Suspect' 

Standard Rule: Block Spoofed Messages  
This rule will attempt to detect messages that are spoofed by ensuring that a sender domain matching a local domain 
does in fact originate from an IP address in the local domains table. Messages that appear to be spoofed will be 
quarantined and a notification sent to the intended recipient. The TextCensor script is only used to allow spoofing 
exclusions based on text found in the message header.  
When a message arrives 
Where message is incoming 
Where message triggers text censor script(s) 'Spoofing Exclusions' 
    And where message spoofing analysis is based on anti-relay 
Send a 'Spoofed Message In' notification message 
    And move the message to 'Spoofed' 

Standard Rule: Block Pornographic Language  
This rule invokes a TextCensor script to search the message for pornographic and sexually explicit words and 
phrases. It does not specifically target Spam messages, rather it searches for any sexually explicit content. This rule 
uses the "Language - Pornographic" TextCensor script but you can create your own, or use our scripts as a template.  
When a message arrives 
Where message is incoming 
Where message triggers text censor script(s) 'Language - Pornographic' 
Send a 'Language in' notification message 
    And move the message to 'Language' 

Standard Rule: Block Common & Mild Profanity (Disabled) 
This rule invokes a TextCensor script to search the message for common profanities and mildly abusive words and 
phrases. This rule uses the "Language - Mild Profanity" TextCensor script but you can create your own, or use our 
scripts as a template.  
When a message arrives 
Where message is incoming 
Where message triggers text censor script(s) 'Language - Mild Profanity' 
Send a 'Language in' notification message 
    And move the message to 'Language' 

Standard Rule: Block Chain Letters (Disabled) 
This rule invokes the TextCensor script 'Generic Chain Letters' to search the message for words and phrases 
associated with typical Chain Letters.  
When a message arrives 
Where message is incoming 
Where message triggers text censor script(s) 'Generic Chain Letters' 
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Send a 'Potential Junk Mail in' notification message 
    And move the message to 'Junk' 

Standard Rule: Block if 'Subject:' Field Missing or Blank (Disabled) 
This rule will block any message that arrives with a missing or blank 'Subject:' field. It is not configured to send any 
notifications.  
When a message arrives 
Where message is incoming 
Where message is categorized as 'Blank Subject' 
Move the message to 'Junk' 

Standard Rule: Block greater than 50 Recipients (Disabled) 
This rule blocks any message where the number of recipients is greater than 50. A high number of recipients may be 
a signal that the message is non-business related. 
When a message arrives 
Where message is incoming 
Where number of recipients is greater than '50' 
Send a 'Administrator Generic (With message attached)' notification message 
    And move the message to 'Junk' 

Standard Rule: Block Specific Character Sets (Disabled) 
This rule will block messages which declare the usage of certain suspect character sets in the message header. By 
default it targets a selection of character sets, including those often used in Russia, China and Korea.  
When a message arrives 
Where message is incoming 
Where message triggers text censor script(s) 'Suspect Character Sets' 
Move the message to 'Junk' 

Standard Rule: Modify Subject Line of Spam (Disabled) 
Do not use this rule if you already use the SpamCensor to block email. this rule should only be enabled after disabling 
the regular SpamCensor rule.  
 
This rule uses the MailMarshal SpamCensor to identify spam messages and modifies them by appending "[SPAM]" to 
the subject line. This allows end users to set email client rules to move any message that contains the phrase [SPAM] 
in the subject line to another folder for later viewing or discarding. 
When a message arrives 
Where message is incoming 
Where message size is less than '175 KB' 
    And where message is categorized as 'Spam' 
Rewrite message headers using 'Rename Spam Subject' 
And pass message to the next rule for processing. 

23 Rule(s) 

 

Policy Group: Automated Responses 

Standard Rule: Allow Senders in Recipient Allow List  
This rule allows messages from any sender listed in the Recipients 'Allow List' to be excluded from the remainder of 
the 'Automated Responses' Policy Group. Users can create their own Allow List via the End User Management web 
console. 
When a message arrives 
Where the message is addressed to or from any user 
Where the sender is in the recipient's safe senders list 
Pass the message on to the next policy group 

Standard Rule: Harvest Outbound Recipients  
This rule will harvest all outbound external recipients for the purposes of excluding these recipients from spam 
filtering. The assumption is that any external recipients to whom you send email will be legitimate. Even if you 
unintentionally whitelist a Spammers address with this rule, that should not be a big issue, as Spammers rarely reuse 
addresses. On the other hand it is key to whitelist as many legitimate users as possible.  
When a message arrives 
Where message is outgoing 
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    Except where addressed to 'Global Whitelist' 
        Or except where addressed from 'Postmaster Addresses' 
Add message recipients into 'Harvested Whitelist' 
And pass message to the next rule for processing. 

Standard Rule: Challenge - Response Successful (Disabled) 
This rules is designed to trigger on responses to the initial Challenge - Response rule. Senders who successfully 
answer the challenge message will have their original message released, and have their email address added to the 
harvested whitelist. 
When a message arrives 
Where addressed to 'Postmaster Addresses' 
    Except where addressed from 'Global Whitelist' 
Where the external command 'Message Release' is triggered 
    And where message contains one or more headers 'Challenge Subject Keyword' 
Send a 'Challenge - Response Successful' notification message 
    And delete the message 
    And add message sender into 'Harvested Whitelist' 

Standard Rule: Challenge - Response by Group (Disabled) 
This rule applies to a specific local group only (by default the Executive Team group). For all members of that group, 
all email from the Internet is blocked unless the sender is already known and in the Global Whitelist. For all other 
senders to this local group a challenge is sent back to the sender. Once the sender responds to the challenge the 
original message is released and their address is automatically harvested. In the future the same sender will not be 
challenged in this way again. 
 
The rule applies to a specific group only as it is a very aggressive means of blocking Spam. In this case it only applies 
to those local users for whom total Spam blocking is a primary requirement, and for whom the Challenge / Response 
mechanism is acceptable.  
When a message arrives 
Where addressed to 'Executive Team' 
    Except where addressed to 'Postmaster Addresses' 
        Or except where addressed from 'Global Whitelist' 
Send a 'Challenge - Response Block' notification message 
    And move the message to 'Awaiting Challenge - Response' 

Standard Rule: Challenge - Response Block Unknown (Disabled) 
With this rule, all email from the Internet is blocked unless the sender is already known and in the Global Whitelist. 
For all others a challenge is sent back to the sender. Once the sender responds to the challenge the original 
message is released and their address is automatically harvested. In the future the same sender will not be 
challenged in this way again. 
 
The rule is a very aggressive means of blocking Spam and should be used only after taking due consideration of the 
consequences. Note that the Challenge \ Response system can generate a high volume of NDRs, and that messages 
from legitimate listservers will be blocked by default.  
When a message arrives 
Where message is incoming 
    Except where addressed to 'Executive Team' or 'Postmaster Addresses' 
        Or except where addressed from 'Global Whitelist' 
Send a 'Challenge - Response Block' notification message 
    And move the message to 'Awaiting Challenge - Response' 

Standard Rule: Product Info Auto Responder (Disabled) 
This rule will act as an auto-responder to automatically send information based on a request in the subject line of a 
message. This can be used to automate the delivery of all kinds of sales and marketing information. You can attach a 
file to the Product Info Auto Responder email template if required.  
When a message arrives 
Where addressed to 'productinfo@mydomain.com' 
Where message triggers text censor script(s) 'Product Info Auto Responder' 
Send a 'Product Info Auto Responder' notification message 
    And write log message(s) with 'Product Info Request' 
And pass message to the next rule for processing. 

Standard Rule: Old Domain Name Responder (Disabled) 
This rule will respond to a user that sends a message to an old domain name. It will notify them that the domain name 
is going to be removed and to change their address list to reflect the new domain name. 
When a message arrives 
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Where addressed either to or from '@our.old.domain.com' 
Send a 'Old Domain Name Responder' notification message 
    And write log message(s) with 'Message to Old Domain' 
And pass message to the next rule for processing. 

7 Rule(s) 

 

Policy Group: Monitoring Only 

Standard Rule: Monitor Viruses (Disabled) 
This rule is for monitoring/evaluation purposes and will NOT block viruses. This rule will invoke all virus scanners that 
have been installed and defined within MailMarshal. All messages to and from the organization will be scanned. If a 
virus scanner detects a virus then the message is copied (not moved) to allow safe reviewing in the Console.  
Note: You must install a supported virus scanner, define the scanner within MailMarshal and then enable this rule in 
order to check for viruses.  
When a message arrives 
Where the message is addressed to or from any user 
Where the result of a virus scan, when scanning with all scanners, is 'Contains Virus' 
Copy the message to 'Virus' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Virus Scanning Errors (Disabled) 
This rule is for monitoring/evaluation purposes. The purpose of this rule is to correctly handle virus scanner errors if 
they occur. All messages to and from the organization will be scanned. If the virus scanner encounters a problem 
during scanning then the message is copied (not moved) to allow safe reviewing in the Console.  
Note: You must install a supported virus scanner, define the scanner within MailMarshal and then enable this rule in 
order to check for viruses.  
When a message arrives 
Where the message is addressed to or from any user 
Where the result of a virus scan, when scanning with all scanners, is 'Password Protected' or 'Corrupt File' or 
'Signatures Out Of Date' or 'Could Not Unpack Or Analyze' or 'Unexpected Error' 
Copy the message to 'Virus Scanner Errors' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Spam - SpamCensor  
This rule is for monitoring/evaluation purposes. It uses the MailMarshal SpamCensor filter to identify spam messages 
based on a scoring system. Messages that exceed 60 points are copied to the 'Spam' folder, and the original 
message is allowed through to the intended recipient. The SpamCensor filter is a special type of Category Script that 
is automatically updated by Marshal. 
When a message arrives 
Where message is incoming 
Where message size is less than '175 KB' 
    And where message is categorized as 'Spam' 
Copy the message to 'Spam' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Spam - URLCensor  
This rule is for monitoring/evaluation purposes. It invokes the URLCensor to parse the message in order to extract 
URLs and Web links. MailMarshal then takes the top-level domains found in those links and performs a query against 
a URL Blacklist - by default we use the SURBL blacklist (see www.surbl.org). If the query returns positive, the 
message will be copied to the Spam folder, and the original message is allowed through to the intended recipient. 
When a message arrives 
Where message is incoming 
Where message size is less than '175 KB' 
    And where message is categorized as 'URLCensor Blacklisted' 
Copy the message to 'Spam' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Spam - Spamhaus Blacklisted  
This rule is for monitoring/evaluation purposes. It uses the category script 'Spamhaus Blacklisted' to perform a query 
of the IP addresses in the message header against the Spamhaus blacklist server (see www.spamhaus.org). If the 
query returns positive, the message will be copied to the Spam folder, and the original message is allowed through to 
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the intended recipient. 
When a message arrives 
Where message is incoming 
Where message size is less than '175 KB' 
    And where message is categorized as 'Spamhaus Blacklisted' 
Copy the message to 'Spam' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Spam - SpamCop Blacklisted  
This rule is for monitoring/evaluation purposes. This rule uses the category script 'SpamCop Blacklisted' to perform a 
query of the IP addresses in the message header against the SpamCop DNS blacklist server (see 
www.spamcop.net). If the query returns positive, the message will be copied to the Spam folder, and the original 
message is allowed through to the intended recipient. You can use this rule and its xml file (spamcop.xml) as a 
template for other DNS Blacklists rules. 
When a message arrives 
Where message is incoming 
Where message size is less than '175 KB' 
    And where message is categorized as 'SpamCop Blacklisted' and type is 'any' 
Copy the message to 'Spam' 
    And pass the message on to the next policy group 

Standard Rule: Monitor if 'From:' Field is Invalid  
This rule is for monitoring/evaluation purposes. This rule will take a copy any message that arrives with a missing or 
invalid 'From:' field - the original message is allowed through to the intended recipient. 
When a message arrives 
Where message is incoming 
Where message is categorized as 'InvalidFrom' 
Copy the message to 'Junk' 
    And pass the message on to the next policy group 

Standard Rule: Monitor MP3s  
This rule is for monitoring/evaluation purposes. If an MP3 audio file is detected, then the message is copied (not 
moved) to allow viewing in the Console, and an entry is logged into the database for later reporting. The original 
message is allowed through to the intended recipient. 
When a message arrives 
Where the message is addressed to or from any user 
Where message attachment is of type 'MP3' 
Copy the message to 'Attachment Type - Video and Sound' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Audio  
This rule is for monitoring/evaluation purposes. If an audio file (other than MP3) is detected, then the message is 
copied (not moved) to allow viewing in the Console, and an entry is logged into the database for later reporting. The 
original message is allowed through to the intended recipient. 
When a message arrives 
Where the message is addressed to or from any user 
Where message attachment is of type 'ASF' or 'ASX' or 'AU' or 'MID' or 'WAV' or 'RAM' or 'RA' or 'RMP' 
Copy the message to 'Attachment Type - Video and Sound' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Videos  
This rule is for monitoring/evaluation purposes. If a video file is detected, then the message is copied (not moved) to 
allow viewing in the Console, and an entry is logged into the database for later reporting. The original message is 
allowed through to the intended recipient. 
When a message arrives 
Where the message is addressed to or from any user 
Where message attachment is of type 'VIDEO' 
Copy the message to 'Attachment Type - Video and Sound' 
    And pass the message on to the next policy group 

Standard Rule: Monitor PDFs  
This rule is for monitoring/evaluation purposes. If a PDF file is detected, then the message is copied (not moved) to 
allow viewing in the Console, and an entry is logged into the database for later reporting. The original message is 
allowed through to the intended recipient. 
When a message arrives 
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Where message is incoming 
Where message attachment is of type 'PDF' or 'PDFcrypt' 
Copy the message to 'Attachment Type - Documents' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Images  
This rule is for monitoring/evaluation purposes. If an image file larger than 15Kb is detected, then the message is 
copied (not moved) to allow viewing in the Console, and an entry is logged into the database for later reporting. The 
original message is allowed through to the intended recipient. 
When a message arrives 
Where the message is addressed to or from any user 
Where message attachment is of type 'IMAGE' 
    And where message attachment size is greater than '15 KB' 
Copy the message to 'Attachment Type - Images' 
    And pass the message on to the next policy group 

Standard Rule: Monitor CVs and Resumes (Outbound) (Disabled) 
This rule is for monitoring/evaluation purposes. It uses the TextCensor script "Resume and CVs" to look for signs of 
CVs and Resumes in outbound email. If the rule triggers then the message is copied (not moved) to allow viewing in 
the Console, and an entry is logged into the database for later reporting. The original message is allowed through to 
the intended recipient. 
When a message arrives 
Where message is outgoing 
Where message triggers text censor script(s) 'Resume and CVs' 
Copy the message to 'Policy Breaches' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Pornographic Language  
This rule is for monitoring/evaluation purposes. This rule invokes a TextCensor script to search the message for 
pornographic and sexually explicit words and phrases. It does not specifically target Spam messages, rather it 
searches for any sexually explicit content. This rule uses the "Language - Pornographic" TextCensor script but you 
can create your own, or use our scripts as a template.  
When a message arrives 
Where the message is addressed to or from any user 
Where message triggers text censor script(s) 'Language - Pornographic' 
Copy the message to 'Language' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Common Profanity (Disabled) 
This rule is for monitoring/evaluation purposes. This rule invokes a TextCensor script to search the message for 
common profanities and mildly abusive words and phrases. This rule uses the "Language - Mild Profanity" 
TextCensor script but you can create your own, or use our scripts as a template.  
When a message arrives 
Where the message is addressed to or from any user 
Where message triggers text censor script(s) 'Language - Mild Profanity' 
Copy the message to 'Language' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Chain Letters  
This rule is for monitoring/evaluation purposes. It uses the TextCensor script "Generic Chain Letters" to look for chain 
letters. If the rule triggers then the message is copied (not moved) to allow viewing in the Console, and an entry is 
logged into the database for later reporting. The original message is allowed through to the intended recipient. 
When a message arrives 
Where the message is addressed to or from any user 
Where message triggers text censor script(s) 'Generic Chain Letters' 
Copy the message to 'Junk' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Bandwidth Exceeding 500KB  
This rule is for monitoring/evaluation purposes. It looks for any messages requiring more than 500KB for delivery. If 
the rule triggers then the message is copied (not moved) to allow viewing in the Console, and an entry is logged into 
the database for later reporting. The original message is allowed through to the intended recipient. 
When a message arrives 
Where the message is addressed to or from any user 
Where the estimated bandwidth required for delivery is greater than '500 KB' 
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Copy the message to 'Oversize' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Suspected Pornographic Images (Disabled) 
This rule utilizes MailMarshal's Image Analyzer to scan attached images for suspected pornographic content. Image 
Analyzer must be licensed for this rule to work correctly.  
When a message arrives 
Where the message is addressed to or from any user 
Where the attached image is inappropriate 
Copy the message to 'Suspect Images' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Executables (Disabled) 
This rule is for monitoring/evaluation purposes. If an Executable file is detected, then the message is copied (not 
moved) to allow viewing in the Console, and an entry is logged into the database for later reporting. The original 
message is allowed through to the intended recipient. 
When a message arrives 
Where the message is addressed to or from any user 
Where message attachment is of type 'EXECUTABLE' 
Copy the message to 'Attachment Type - Executables' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Virus Hoaxes (Disabled) 
This rule is for monitoring/evaluation purposes. It uses the TextCensor script "Generic Virus Hoaxes" to look for virus 
hoaxes. If the rule triggers then the message is copied (not moved) to allow viewing in the Console, and an entry is 
logged into the database for later reporting. The original message is allowed through to the intended recipient. 
When a message arrives 
Where the message is addressed to or from any user 
Where message triggers text censor script(s) 'Generic Virus Hoaxes' 
Copy the message to 'Junk' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Stock Trading Content (Disabled) 
This rule is for monitoring/evaluation purposes. It uses the TextCensor script "Stock Trading" to look for content 
related to trading stocks, and logs an entry into the database for later reporting. The original message is allowed 
through to the intended recipient. 
When a message arrives 
Where the message is addressed to or from any user 
Where message triggers text censor script(s) 'Stock Trading' 
Copy the message to 'Policy Breaches' 
    And pass the message on to the next policy group 

Standard Rule: Monitor PGP Encrypted (Disabled) 
This rule is for monitoring/evaluation purposes. If a PGP Encrypted file is detected, then the message is copied (not 
moved) to allow viewing in the Console, and an entry is logged into the database for later reporting. The original 
message is allowed through to the intended recipient. 
When a message arrives 
Where the message is addressed to or from any user 
Where message attachment is of type 'PGP' 
Copy the message to 'Attachment Type - Encrypted' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Script and Code (Disabled) 
This rule is for monitoring/evaluation purposes. It uses the TextCensor script "Script and Code" to look for scripting or 
executable code in messages, and logs an entry into the database for later reporting. The original message is allowed 
through to the intended recipient. 
When a message arrives 
Where the message is addressed to or from any user 
Where message triggers text censor script(s) 'Script and Code' 
Copy the message to 'Suspect' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Unknown Attachments (Disabled) 
This rule is for monitoring/evaluation purposes. This rule will look for any message containing attachments that are 
unrecognizable by MailMarshal. This is important, as some users will try to modify attachments to make them 
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unrecognizable to the gateway in order to allow data into the organization. If a unrecognized file is detected, then the 
message is copied (not moved) to allow viewing in the Console, and an entry is logged into the database for later 
reporting. The original message is allowed through to the intended recipient. 
When a message arrives 
Where the message is addressed to or from any user 
Where message attachment is of type 'BIN' 
    And where attachment parent is not of type: 'DOC' or 'XLS' or 'PPT' or 'PPS' or 'PDF' 
Copy the message to 'Attachment Type - Unknown' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Mail to Hotmail and Yahoo (Disabled) 
This rule is for monitoring/evaluation purposes. It looks for messages addressed to Hotmail or Yahoo domains and 
logs an entry into the database for later reporting. The original message is allowed through to the intended recipient. 
When a message arrives 
Where addressed to '*@hotmail.com' or '*@yahoo.com' 
Write log message(s) with 'Addressed to Hotmail or Yahoo' 
    And pass the message on to the next policy group 

Standard Rule: Monitor Multiple Recipients (Outbound) (Disabled) 
This rule is for monitoring/evaluation purposes. It looks for outbound messages with more than 6 recipients and logs 
an entry into the database for later reporting. The original message is allowed through to the intended recipient. 
When a message arrives 
Where message is outgoing 
Where number of recipients is greater than '6' 
Write log message(s) with 'Has Multiple Recipients' 
And pass message to the next rule for processing. 

26 Rule(s) 

 

Policy Group: Message Archiving 

Standard Rule: Archive All Inbound Messages  
This rule archives all inbound messages to a special Archive folder. By default, messages are kept for 6 months. 
When a message arrives 
Where message is incoming 
Copy the message to 'Archive In' 
And pass message to the next rule for processing. 

Standard Rule: Archive All Outbound Messages  
This rule archives all outbound messages to a special Archive folder. By default, messages are kept for 6 months. 
When a message arrives 
Where message is outgoing 
Copy the message to 'Archive Out' 
And pass message to the next rule for processing. 

2 Rule(s) 
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THIS DOCUMENT AND THE SOFTWARE DESCRIBED IN THIS DOCUMENT ARE FURNISHED UNDER AND 
ARE SUBJECT TO THE TERMS OF A LICENSE AGREEMENT OR A NON-DISCLOSURE AGREEMENT. EXCEPT 
AS EXPRESSLY SET FORTH IN SUCH LICENSE AGREEMENT OR NON-DISCLOSURE AGREEMENT, 
MARSHAL LIMITED PROVIDES THIS DOCUMENT AND THE SOFTWARE DESCRIBED IN THIS DOCUMENT 
"AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT 
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR 
PURPOSE. SOME JURISDICTIONS DO NOT ALLOW DISCLAIMERS OF EXPRESS OR IMPLIED WARRANTIES 
IN CERTAIN TRANSACTIONS; THEREFORE, THIS STATEMENT MAY NOT APPLY TO YOU.  

This document and the software described in this document may not be lent, sold, or given away without 
the prior written permission of Marshal, except as otherwise permitted by law. Except as expressly set 
forth in such license agreement or non-disclosure agreement, no part of this document or the software 
described in this document may be reproduced, stored in a retrieval system, or transmitted in any form 
or by any means, electronic, mechanical, or otherwise, without the prior written consent of Marshal. 
Some companies, names, and data in this document are used for illustration purposes and may not 
represent real companies, individuals, or data. This document could include technical inaccuracies or 
typographical errors. Changes are periodically made to the information herein. These changes may be 
incorporated in new editions of this document. Marshal may make improvements in or changes to the 
software described in this document at any time.  

 

© 2007 Marshal Limited, all rights reserved. 

U.S. Government Restricted Rights: The software and the documentation are commercial computer 
software and documentation developed at private expense. Use, duplication, or disclosure by the U.S. 
Government is subject to the terms of the Marshal standard commercial license for the software, and 
where applicable, the restrictions set forth in the Rights in Technical Data and Computer Software 
clauses and any successor rules or regulations. 

Marshal, MailMarshal, the Marshal logo, WebMarshal, Security Reporting Center and Firewall Suite are 
trademarks or registered trademarks of Marshal Limited or its subsidiaries in the United Kingdom and 
other jurisdictions. All other company and product names mentioned are used only for identification 
purposes and may be trademarks or registered trademarks of their respective companies. 
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