Vendor Landscape Plus: Email Archiving

It's not just about the future. Preserve your email history, or put your organization at risk.




Introduction

Meeting compliance needs, and optimizing email efficiency can be a difficult
task. Select the right Email Archiving platform to reduce risk, optimize email
service storage and reduce end-user support costs.

This Research Is Designed For: :  This Research Will Help You:
v IT professionals involved in evaluating, selecting and v Determine a strategy for selecting and implementing
deploying email archiving. an email archiving platform

v/ IT professionals responsible for email platform
efficiency and supporting end-user email restoration
requests.

v’ Understand what's new in the email archiving market.

: v/ Evaluate email archiving vendors and products for
v’ Compliance managers responsible for eDiscovery of : your enterprise needs.
emails and placing legal holds on email. :

v’ Determine which products are most appropriate for
particular use cases and scenarios, and implement the
selected platform
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The Info-Tech Enterprise Email & Messaging Roadmap

» Email vendors release more upgrades than are actually required which creates pressure
to upgrade twice as frequently. Decisions to upgrade are often complicated by new
features, major infrastructure changes, and new deployment options.

y » This solution set helps organizations understand new features, infrastructure
@ requirements, and changes in delivery methods to assess upgrading.

Upgrade your B J it i
hicidpsest gl RefertoInfo-Tec h’ s S ol Decidedfd Sh8wdd Upgrade My Email Platform.

» Small enterprises on Exchange 2003 are seeking alternatives to upgrading to the
complex multi-server Exchange architecture introduced in 2007.

@ » Older email platforms are incapable of satisfying modern integration requirements, such
as integrating with CRM, ERP, content management and workflow, archiving and

compliance systems, information security systems, and smart phones.

Switch Email
Platforms
RefertoInfo-Tec h’ s Sol SwitchdEmailPeatforms.
3 ) » All industries are required to surrender email records any time a judicial discovery order
~ IS issued.
» Selecting an email archiving platform involves defining the organizations functional
VL Plus: requirements, creating a vendor shortlist , evaluating vendor offerings, and choosing the
E-mail Archiving platform that is best tailored to the organizations needs.
This solution set addresses selecting an Email Archiving Platform.
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Executive Summary

Info-Tech evaluated eleven competitors in the email Info -Tech Insight oxd

archiving market, including the following notable

performers: 1. Email archiving leads to high

Champions: satisfaction and success:

* CommVault: A comprehensive information management suite
offering holistic archiving beyond just email and instant
messaging.

Email archiving is driven by two primary
goals: compliance requirements and email
platform performance requirements.
Organizations that implement email
archiving report high success in both
areas.

* Jatheon: Platform agnostic email archiving solution with simple
deployment for plug and go implementation.

* Proofpoint: A hybrid platform which offers the benefits of cloud :
storage with the data security of an on-premise solution. 2. Don’t be afraid of the

* Barracuda: When all you need is email archiving through a
secure platform.

Cloud adoption has increased; however,
on-premise solutions continue to dominate
the market. Further development in cloud
security and encryption will continue to
establish cloud-based products as viable
and secure solutions.

Value Award:

* Jatheon: Wins the Value award for its solid mix of features and
usability, at the most competitive cost.

.Don’t forget peopl e an

Innovation Award: 3

* Proofpoint: Utilization of DoubleBlind Encryption™ has

- . . ] . Training on email archiving solutions must
revolutionized cloud security for email archiving. This game

include IT administrators, security and

changing technology will be the trend to watch, as more
organizations opt for cloud storage.

compliance professionals, as well as end
users.
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D Understand the Trends in Email Archiving

What ' s in this Section: Sections:
* An overview of the email archiving market : 2 Build a Strategy for Selecting an
landscape : Email Archiving Platform

* Understand the limitations and benefits of adopting Compare Email Archiving Vendors

an email archiving platform

: . Select an Email Archiving Platform
* Understand the laws and regulations surrounding g

email retention. : L
Implement Email Archiving in your

* The email archiving market is undergoing a series Organization
of changes: Cloud storage and holistic archiving are :
on the rise.
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Leverage email archiving to cut costs, save time, and reduce IT
grief

Email archiving is driven by two primary goals, often in combination:
compliance requirements and email performance requirements.

* Selecting and deploying an email archiving platform is essential

for highly regulated organizations. In many organizations Defining Features of the Current Market
employees rely predominantly on email as their primary tool for : for Email Archiving Solutions:
both communication and collaboration needs. An email : :
archiving solution is essential for managing storage and » Compliance features are necessary:
legal requirements. : Compliance features (such as discovery

: tools, policy based archiving and legal

: holds) are in high demand; they are now

* Adoption of email archiving is increasing at a rapid pace: 58% of : table stakes for email archiving vendors.

organizations surveyed by Info-Tech currently already have :
an email archiving solution in place, while another 27% are >Don’t boil the ocean i
planning to deploy within the next 18 months. Organizations few fish. Know what your compliance
which rely heavily on email can’t afford not to have a solution, as : needs are and don’t buy what you don't
manually searching for emails is time consuming and a drain on : need.

IT resources.

* Email archiving platform selection is undergoing a fundamental
shift; in the past, adoption of email archiving has predominately
been IT driven as a means of cost effectively meeting storage
needs. Now, while IT is still driving adoption, demand is driven
primarily as a means to meet compliance needs, and save the IT
department time and grief.
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If your email archiving goals aren't regulatory compliance or
performance improvement look elsewhere

Email archiving adoption is critical for highly regulated organizations. However, not all organizations will realize
the benefits from adopting an email archiving platform. For example, organizations with less than one
eDiscovery request a year, or with limited compliance needs may not benefit. Follow these guidelines for
assessing if an email archiving platform is needed for your organization.

* Adopt email archiving if: , Bypass email archiving if:

* Your organization relies heavily on email and the : *+ Your purpose for email archiving is primarily as an email
retention of content from email for a extended period of @ backup solution. It is neither cost effective nor practical
time is necessary in order to retain knowledge, and meet to access back up data on a frequent basis.

legal requirements. :
: « Email archiving journaling is your sole requirement.

« Compliance-intensive industries including (but not limited : Journaling captures selected emails and their metadata
to): financial services, professional services, government : in an encrypted store. Archiving moves email data from
agencies, healthcare, and education) and you receive 2- : its original location while still enabling end-user access.

3+ eDiscovery requests within a year. :
:» Don’t buy what yMthoutstrong driversn e e

 Alleviating the storage and performance burden from the from either a compliance/eDiscovery or storage
primary mail server is necessary while still being able :  performance perspective, email archiving is not a
readily access the data. . valuable investment and your enterprise would not

benefit from its functionality.
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Don t buy what you dond need!
Avoid the email archiving Me Too bumper sticker mentality

Buy cheaper alternatives where you can, the three year TCO for email
archiving solutions starts at about $7,000 and can soar above $250,000.

| need to be become SEC 17
compliant.

Enable server journaling to
capture email data

)

Email records must be retained,
but the period is less than one
year.

Increase the deletion period to
beyond one year.

)
)

Compliance doesn’t mean archive. FRCP and similar compliance regulations don’t require
retention — only timely discovery and retrieval, so archiving could be overkill unless you get
frequent discovery orders.
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Judicial discovery orders do not
occur and backup restore
requests are rare.

Follow backup and purge
policies.

Info-Tech

Insight




Listen to your peers; email archiving results in high success for
meeting compliance needs and optimizing email storage

Adopters report high satisfaction with email archiving
Organizations who adopt

Email archiving helps relieve IT grief 74% 26% email archiving
_ o platforms experience
Operating costs for email archiving are 74% 26% decreased levels of IT
reasonable . .
grief, are able to quickly
Responding to discovery orders and passing = 78 respond to discovery

audits does not require a lot of extra effort requests, and report that

email restoration

Desired emails are easily recovered 70% 30% . .
requires minimal effort.

Email retention policy requirements are met 68% 32% Furthermore, 74% of
I organizations surveyed
Meeting IT & Business Goals agreed that the costs
- associated with email
Email performance is excellent archiving are
, , , , , | reasonable.
0% 20% 40% 60% 80% 100%

Source: Info-Tech Research Group
N =68 B Agree m Disagree

Vo e2d M Overall, organizations that implemented an email archiving solution saw success in multiple
I L3718 areas, making this an initiative worth the investment.

|
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Email archiving produces both business and cost benetfits,
saving you money, time & grief

Business Benefits Cost Benefits

* |ncreased end-user

ompliance y . Risk reduction + Contained legal costs
| | |
. R_elocate to cheaper * Improved mail server - Lower storage costs
Hardware dISk- e performance =1 - Lower operational
« Email server * |ncreased end-user costs P
performance productivity
1 | 1
* Retention policy * Risk reduction - Reduced email liability
SRy e administration || - Increased end-user 1 . Contained legal costs
P * End-user email productivity . g
management » Discover and Reuse ower storage costs

e [Email archiving] has benefits to the IT side of the house, making sure that we reduce our storage,

make sure that we manage our information more appropriately, that we categorize it appropriately,
and then we dispose of it based upon the rules that we've got set up internally. 29
I IT Enterprise Architect, Agriculture
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Email archiving needs to be a collaborative process between
the business and IT in order to be successful

Currently, IT departments are the primary decision makers when it comes
to implementing an email archiving platform. However, both IT and the
business must be involved in the selection and implementation of an
email archiving solution.

The responsibilities of IT and the business are different. The IT department
should be the primary decision maker in terms of meeting technical
standards. However, an archiving solution is more than just the
technology. Having the business buy in is essential. The business must
be responsible for policy creation and creating legal holds.

While the primary driver for IT has predominantly been mail server
optimization and reduction in email restoration requests, the driver for
adoption has shifted towards meeting compliance needs.

IT departments are increasingly opting for email archiving solutions
upon realizing the amount of time and resources needed to meet
eDiscovery requests. As such, IT departments are driving the decision to
simplify this process, as well as provide the business with the means to try
to take care of these requests themselves.

Info-Tech

Insight

¢6 Adopting the email archiving
platform was an IT initiative. We
wanted to protect ourselves. In the
past there have been litigations
wherein IT gets involved the last
minute, when there is legal hold or
eDiscovery request, and when
that happens it is very disruptive.
We have to drop what we are
doing and it holds us up from
other projects. 99

- Imran Shaikh, IT Director,
SumTotal Systems, Inc.

Do not underestimate the value of compliance requirements-driven initiatives just because
results are not as fast or as obvious as with IT drivers. To be successful, you must manage
expectations for email archiving results across both IT and compliance sponsors.
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Email archiving reduced IT headaches caused by eDiscovery
and email restore requests

N

| mpl ementi ng an emai l archi vi ng
eDiscovery workload by 80%.

Industry: Business Services
Source: Info-Tech Interview

4

A large, global organization relies The organization is receiving one The organization adopted

heavily on email as the primary eDiscovery request every two Symantec Enterprise Vault in order
method of communication. weeks. In order to meet these to meet their compliance needs.
Currently utilizing Microsoft requests, mobile users would have Even before the solution was fully
Exchange 2007, with about 25,000 to mail in laptops for IT to obtain implemented, the organization was
end users (of which 5,000 are the appropriate files. This was a able to respond to an eDiscovery
mobile), the organization seeks an manual, time consuming, and request with 80% less effort. The
email archiving solution to meet expensive process, taking up forty ) ability to migrate PSTs remotely
their eDiscovery and compliance to fifty hours and thousands of reduced the workload for IT and
needs. dollars per device. solved the logistical issues of

mailing in devices.
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& Uselnfo-Techoés Appropriateness
% to uncover email archiving is necessary

The Info-Tech Email Archiving Appropriateness Assessment Tool will
assess your opportunities with email archiving

This tool will help decipher whether you need

email archiving

This worksheet allows enterprises to answer a

series of questions regarding their current and E-mail Archiving Appropriateness Assessment Tool

future email practices and generates a series of Purpose

reCO m m endatl OnS regard | ng Whether OI' nOt Thi_s wotfksheet aIIO\«;s gnterplisesdt_o aniwe: a series o‘quue_stions re_-lgardlil_'ng_ thgir CUrrent a_ndlfluture eémgi! pr_actices and generates a

. . .. . . series of recommendations regarding whether or not adopling e-mail archiving is a strateqically sound initiative.

adopting email archiving is a strategically sound

T . Instructions

Initiative. o - o ) . . B
Complete the questionnaire in Tab 2. Guestionnaire. By answering this series of questions, the tool will automatically assess if e-mail
archiving technology is appropriate for your organization. This is a worksheet that will auto-populate as you add your responses from
the drop-downs.

° Fo u r C O m m 0 n S C e n ar I 0 S ar e Tab 3, Results, will automatically display Info-Tech's recommendations on e-mail archiving For your organization.
° Deploy emall arch |V|ng Note: Multiple scenarios and sensitivity analysis can be run through the questionnaire by simply deleting

previous answers and re-answering the posed questions.

» Enable journaling Disctsimer
* Employ retention policies T ol pimized fo use i TSGR B 00 st 2000
* Maintain the status quo

Infa-Tech Researsh Group taol and template documents are provided For the free and unrestricked use of subseribers ta Info-Tech B
Group gervices. These documents are intended to supply general information only, not specific professional or personal advice, and
intended to be used as a substitute For any kind of professional advice, Use this document either in whole or in part as a basizs and gui
document creation. To customize this document with corporate marks and titles, simply replace the Info-Tech information in the hea
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Confused about which emails to retain and for how long?
Understand the factors with influence retention

IT can influence retention policy

formation by advocating for legal
input, providing technical guidance, How much tl_me can pass befor_e the e_nte|_rpr|se faces a.
i : | lawsuit provides general retention guidelines, such as:
and drawing from regulatory
mandates and risk-mitigation best Employment. records and.manuals: Igngth of employee
) : | tenure+7yrs, including email about HR issues.
practlces. : :
: | Sales records and materials: Length of sale process +3-7yrs.
. Email is used to negotiate terms, authorize purchases and
External Mandates i | needs to be kept as long as other related documents are.
External mandates range from strict laws naming

specific time periods to broader laws or Privacy laws
certification requirements. :

Local privacy laws must be factored into retention and

* Specific mandates: Enterprises in stringently : | archiving decisions.
regulated industries (i.e. Financial and healthcare) :
know who they are and which laws apply. . North American courts typically view employee email as the
property of the enterprise, a position derived from the fact that
* Nonspecific mandates: These laws, certification . these messages were composed, transmitted, stored, and
requirements, and professional guidelines require :  retrieved from enterprise systems.
the enterprise to develop policy around certain : _ )
documents and demonstrate adherence (e.g. SOX, : European courts tend to treat email as the private property of
1SO 9000) the sender, placing restrictions on the enterprise’s right to

read, keep, or act on information gained from email.
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T h eEederal Rules of Civil Procedure” dictates
that enterprises reveal relevant email in a timely
fashion during a civil trial. (see FRCP rules 26, 34,
and 37 to start)

The FRCP were updated in December 2006, in part to
provide a safe harbor for evidence destroyed in the
course of regular destruction.

The “good faith”
harbor, depend on repeatability. The enterprise
must be able to demonstrate that policy which resulted
in the destruction of the requested records is applied
in every instance.

This has given rise to two approaches toward retaining
e-documents not subject to more specific controls:
either organizations delete everything, or keep
everything.

Info-Tech

Insight

Info-Tech Research Group

efforts,

Many documents fall outside of specific mandates or have no
mandate at all; mitigate risk by knowing the rules

Risk Mitigation Practices

Two approaches toward e-document retention for
those not subject to specific controls

Delete Everything: Enterprises pursuing this
strategy view email as a liability and require users
to manually transfer business-valuable content to
other systems such as content management

k e ySystFnbs or lgogqmﬁ:gilest the goal is tp gujckly

eliminate anything
against the enterprise.

might eventually be used

Keep Everything: These enterprises use emalil
archiving tools to aggregate email and empower
guick search and retrieval. This approach views
email as a valuable repository of data, too valuable
to rely on users manually removing that value and
too valuable not to keep. Unable to eliminate the
threat of eDiscovery risk, these enterprises instead
mitigate cost by reducing discovery times.

Champion awareness around the keep everything vs. keep nothing issue. Make sure the
policy-making body retains sufficient legal counsel to address this question from current
case-law as well as privacy and compliance issues.



http://www.law.cornell.edu/rules/frcp/
http://www.law.cornell.edu/rules/frcp/
http://www.law.cornell.edu/rules/frcp/

Is your organization meeting all its compliance requirements?
eDiscovery does not just apply to email!

Organizations utilizing other social communication tools should consider
holistic archiving platforms.

eDiscovery refers to all information exchanged in an electronic
format. There is a perception that email is the primary or
only document requested. This is not the case. With the
rise of social communication and collaboration tools, archiving
of these records will become increasingly necessary.

Savvy vendors are expanding their archiving solutions to
include more content sources (i.e. social media, instant
messaging, SharePoint) in order to meet these needs.
However, not all vendors are at this level of integration, and
this is beyond the current archiving needs of most
organizations.

Selection comes back to meeting organizational needs. If your
organization doesn’t use instant messaging, or have a social
business strategy, you do not need this functionality.

Ensure that when creating policies for electronic information,
that all forms of electronic communication are able to
meet these standards in order to meet compliance needs.

Info-Tech Research Group
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Not all organizations have IM or social
business strategies or are even aware of

the scale of IM/social business in use at

their organization. Any adoption of

archiving should take these into
consideration but this will not mean the

end of email archiving.

-Kevin Jones, IT Manager, Epson Europe 9 9

Email is a communication vehicle that we
need to ensure we have addressed from a
legal perspective. Communication tools
have expanded within the business and
companies need to implement a solution
that extends to these vehicles.

-Barb Joyal, Project Manager, Wawanesa
Mutual Insurance Company %9




Cloud solutions are increasing in popularity, understand the
risks and benefits

While organizations still predominantly opt for on premise email archiving solutions, cloud
offerings are increasing in popularity. As the perception of risk decreases, and archiving
portfolios grow to include more types of content, more organizations will adopt cloud solutions.

Cloud Solutions

Disadvantages Advantages

Built-in disaster recovery

Requires less in-house IT resources and expertise
Generally lower and more predictable TCO
“Unlimited” scalability

Faster deployment

Access to archives even if email server is down

Less control over custody of data

Dependency on external provider for services
Potential security issues

Cloud resources may not be dedicated, causing
problems in the case of a time sensitive crisis.

X X X X
ANANENENENEN

On-premise solutions are typically more expensive for storage capacity. Forecast storage requirements by multiplying
the expected size of each user’s mail box by the number of

Some vendors are now providing a hybrid architecture, which incorporates the advantages of both cloud and on-premise
solutions. Hybrid solutions offer the best of both worlds: the unlimited scalability of the cloud, with the data security and
data loss prevention of an on-premise solution. Organizations not yet ready to jump into the cloud should consider hybrid
solutions for their archiving needs.

Info-Tech Research Group




Organizations concerned with cloud security should look for
solutions offering cloud encryption

Most ¢l oud vendors don’t wuse c¢cloud encryption now
popularity because of the growing demand for offsite data security.

Email
Cloud Encryption

» While previously the perception of offsite data
storage was one of high risk, emerging technology

closes the gap, alleviating the security concerns of i g >

some organizations. ‘ g4 Data Server
o B0

* When an archive is stored encrypted in the cloud,

ey et Sco | Descripton |

key to client data. All information, including email, Description

search requests and results, and other associated Email from MX is encrypted via the appliance and

data is sent to the server through the appliance. sent to the cloud for storage.

Appliance

92,
—
@
o

- Discovery queries and searches are performed on Search is encrypted via appliance and sent to cloud.

the encrypted data in the cloud. Without the
encryption key the server host has no way to
access client information.

Encrypted search terms are run on encrypted data.
Encrypted results are sent back to the appliance.

Appliance decrypts data and user receives results.
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> Compare Email Archiving Vendors

What’'s in this Section: Sections:

* Follow Info-Tech’s five-step model for evaluating Build a Strategy for Selecting an
and selecting the right email archiving platform : Email Archiving Platiorm

* Use Info-Tech’s Email Archiving RFP Template, 2 Compare Email Archiving Vendors
RFP Scoring Tool, and Demonstration script to _ N
solicit feedback on a set of consistent criteria. Select an Email Archiving Platform

Implement Email Archiving in your
Organization
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Follow Info-Tec h 0 s

Solution

Determine
business
requirements

Translate into
functional
requirements

mo d e | f or Sel
Perform in-depth
Determine vendor review
evaluation and select a
criteria vendor

Evaluate
vendors
against criteria

ect |

Before evaluating and selecting vendors, be sure to sit down with relevant stakeholders in the
business (i.e. legal representation, compliance manager etc.) to ascertain the necessary business
requirements the platform must meet. For example, if the organization is subject to certain compliance
regulations which make it necessary to hold onto email for a specified number of years, be sure you

are selecting a platform that can meet these needs.

Even if IT is the primary decision maker for platform selection, the process MUST involve
ongoing consultation with different departmental stakeholders!
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Create a list of requirements to guide the vendor selection
process

Compliance ﬁﬂgﬁascir Implementation Architecture Opglrj?at;)%r:f .

» Discovery * Email client folder * PST Import » Storage » Customer Support
« Case Management integration « Policy Templating Extensibility « User Manuals
* Policies * Searching « Journaling Capture + Email Platform and « Implementation
+ Legal Hold * Retrieval « IT Reporting Content System Support
« Audit Trails « Restoration Support « Training

« Manual Archiving * Scalability « Updates

« Mobile Capabilities * Deployment Type « Geographic &

* Multilingual Language Support
Support

Info-Tech does not believe stubbing is a must have for achieving compliance or storage goals.
Stubbing, which replaces email/related items on the mail server with a link to its archive location,

is only relevant if you have storage goals beyond message age (i.e. message size goals) and requires
native integration with email platform and it is not supported by all vendors.

Determine
Requirements
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Issue an RFP to ensure that the vendor fits your needs; y
not the other way around ¥

Use Info-T e ¢ hEmail Archiving RFP Template to gain in-depth and business-
relevant proposals from the vendors on your shortlist.

Info-Tech’s Email Archiving RFP Template is

populated with critical elements including:

v' The Statement of Work

v Proposal Preparation Instructions

v Scope of Work

v Basic Feature Requirements

v' Advanced Feature Requirements

v' Sizing and Implementation

v" Vendor Qualifications and References BLACK

v/ Budget and Estimated Pricing |

v Vendor Certification Insert Company Name Here

Request for Proposal for an E-mail Archiving Solution
Insert Date of Issue Here
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To get the most value out of the RFP process,

use the RFP Scoring Tool

A standard & transparent process for scoring individual vendor RFP
responses will help ensure that internal team biases are minimized.

Use Info-Tech’s
Email Archiving RFP Scoring Tool to:

INFONTECH | oo

Evaluate RFP Responses!

The Email Archiving RFP Scoring Tool is
pre-built with essential criteria
complementing the email archiving RFP
Template.

Use the tool to drive the procurement
meeting with your procurement department.

E-mail Archiving RFP Scoring Tool

Enterprises considering an e-mail archiving solution need to comparitively score potential solutions. & key companent of any evaluation is
Gathering and scoring the various responses to an RFP can be difficult and time consuming. This tool enables enterprises to evaluate and
the results of an RFP process quickly and eazily.

Use this tool t:

- Determine each feature's level of importance to your organization.

« I not using an RFF processz, shart list vendors witk this tool.

- Seore and compare potential collaboration software solution RFP rezponzes.

Follow the instructions outlined in each tab to complete the evaluation.

Info-Tech Research Group tools and template documents are provided for the free and unrestricted use of subsoribers ta Info-Tech Reseal
Group services, These documents are intended to supply general information only, not specific professional or perzonal advice, and are nol
intended to be used a3 a substitute for any kind of professional advice. Use this document gither in whole or inpart as a basis and guide for

document creation. To customize this document with corporate marks and titles, simply replace the Info-Tech Infarmation in the Header an.
Footer figlds of this document.
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Take charge of vendor finalist demos with a &
Vendor Demonstration Script D)

A product demo helps enterprise decision-makers better understand the
capabilities & constraints of various solutions.

This tool is designed to provide vendors with
a consistent set of instructions for key

scenarios from the perspective of IT and
departmental managers.

The Emall A.I'Ch A% n_q Vend_or . E-mail Archiving Platform Vendor Demonstration Script
Demonstration Script outlines solution 4 jse T
capabilities and processes around:

* Initial set-up

. Emall POlICy and RU|eS Creation Introduction

* End-user Search, Recovery & Manual e ———
Archiving

° DiSCOVEI’y Process Scenario 1 - Initial Setup

» Administrative Reporting
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Y Evaluate and Select

What'’'s in this Section: Sections:

* Overview of the email archiving market and how it Build a Strategy for Selecting an
got here. : Email Archiving Platform

* Review of major vendors in the email archiving Compare Email Archiving Vendors
space. :

: : 2 Select an Email Archiving Platf
* Info-Tech’s Vendor Landscape and evaluation of electan EmarArehiving Hlatiorm

email archiving vendors. : o
Implement Email Archiving in your

Organization
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Market Overview

How it got here

« Email archiving has grown in popularity over the last
decade. Although there has been some degree of
consolidation, the market remains highly fragmented,
creating difficulties during vendor shortlisting.

+ Organizations who opt for archiving solutions have
typically been those with strong compliance needs, or
those working in highly regulated industries.

* The email archiving marketplace is relatively mature,
and many features have been commoditized. Selecting
the best platform for the organization is less about
feature requirements and more about meeting
organizational needs, in terms of email integration, ease
of use, and affordability.

» Because of the nature of archiving solutions and their
associated timeframes, vendor viability is particularly
important.

Info-Tech

Insight exception.

Where 1t0s going

Vendors are increasingly offering cloud (SaaS) options
to meet email archiving needs. When considering an
email archiving platform, cloud security is becoming
less of an issue, with options such as cloud
encryption.

As the social workplace and business become more
commonplace, the need to archive and monitor these
conversations will become increasingly necessary.
Organizations using instant messaging or
communication via social channels for E2E and B2C
conversations will, in the future, need to consider
more holistic platforms in order to meet compliance
needs.

Demand for mobile email restoration has risen, a trend
which Info-Tech expects to continue. However, this
feature remains a niche requirement at this time.

Email archiving is still a vital and healthy standalone market. While holistic solutions are becoming more
prevalent, organizations that require content agnostic record retention and archiving strategies remain the
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Email Archiving Vendor Landscape selection/knock-out
criteria: Market share, mind share, and market consolidation

* Though email archiving is a relatively mature space, vendor selection remains complex, as features have become
increasingly commoditized. Focus selection around platform compatibility, vendor viability, and deployment options.

* For this Vendor Landscape, Info -Tech focused on those vendors that have a strong market presence and/or reputational
presence among small to mid-sized enterprises.

Included in the Vendor Landscape:

+ ArcMail . Costeffective appliance solution that is easy to deploy and easy to manage.
« Barracuda . Specializes in network, security, and storage solutions, with a variety of products tailored to SMBs.

« CommVault . Longstanding data management expert that offers a flexible cloud infrastructure.

« EMC. SourceOne family replaces EmailXtender, offering archiving and eDiscovery capabilities.

+ Google Postini . SaaS offering that is packaged with email security and hygiene solutions.

* InBoxer . Specializes in search and compliance for heavily regulated industries.
« Jatheon . Relatively new entrant that offers platform agnostic email archiving appliances for SMBs.

* Messaging Architects . Groupwise -friendly solution with end to end email management.

» Proofpoint . Provides a hybrid architecture with advanced cloud encryption.
+ Symantec .A market pillar that acquired ClearWell Systems to complement its feature set.

* ZL Technologies . Targets high data volume and heavily regulated organizations.

As a result of Autonomy’s recent acquisition of Mimosa, and their decision to decline a briefing, we are unable to
access information regarding its product and roadmap. As such, we are unable to provide sufficient information to our
clients and are forced to withdraw our recommendation of Mimosa in our Email Archiving vendor landscape. For
information on Mimosa and Autonomy from our previous Email Archiving VL please see the appendix.

Info-Tech Research Group




What about Exchange 20108 integrated email archiving?
Should Exchange shops short-list it too?

Exchange Server Enterprise 2010 Archiving did not pass Info-Tech’s screening
requirements for this product evaluation due to a lack of installed base and the fact that it is
a brand new product that works only with MS Exchange Enterprise Server 2010.

Limitations to Exchange 2010 <

Exchange 2010’s built-in archiving solution requires a
Mi cr o s o f and @d&@&s@pptoximately 20% to the
standard server licensing fee.

Microsoft’s archiving solution is not good enough for Microsoft®
some requirements. Some limitations include: EXCha nge Se rver 2010
* Inability to set a minimum retention requirement, :

only a maximum time. : o . o -
- Only for content residing in email stores and will not :  To determine if Microsoft’s archiving solution is sufficient

for your business needs, refer to the ITA Premium

address archiving needs that apply to all enterprise .

content 9 PPy P research note, Exchange 2010: Don@ Upgrade for Email
» Archives are stored in the storage device and : Archiving Alone.

database, reducing DR capabilities and storage :  For more information on MS Exchange 2010, see Decide

capacity. . If I Should Upgrade my Email Platform.

Organizations that are already upgrading to Exchange 2010 and need to implement email archiving should
. place Exchange Server Enterprise 2010 Archiving on their vendor short list. Compare its features and the
Insight additional ECAL cost with the features and costs of other short-listed vendors.

Info-Tech
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Email Archiving Criteria & Weighting Factors

Product Evaluation

Features

Affordability

Usability

Architecture

Vendor Evaluation
Viability
Strategy

Reach

Channel

Info-Tech Research Group

The solution provides basic
and advanced feature/functionality.

The three year TCO of the solution is
economical.

The solution’s dashboard and reporting tools
are intuitive and easy to use.

The delivery method of the solution aligns with
what is expected within the space.

Vendor is profitable, knowledgeable, and will
be around for the long-term.

Vendor is committed to the space and has a
future product and portfolio roadmap.

Vendor offers global coverage and is able to
sell and provide post-sales support.

Vendor channel strategy is appropriate and the
channels themselves are strong.

Features
30%

Usability
Architecture 0% 20% Affordability
Product
50%
Vendor
35% 35%
Channel Reach

15% 15%




The Info-Tech Email Archiving Vendor Landscape

Leading Product

Champions receive high scores for most

evaluation criteria and offer excellent value.

They have a strong market presence and

are usually the trend setters for the industry. CommVault -~
InBoxer

Innovators have demonstrated innovative AINNOVALOT SATEIMPION

product strengths that act as their ® ArcMail

competitive advantage in appealing to niche

segments of the market.

Proofpoint Jatheon
@ o

Barracuda
o

Market Pillars are established players with
very strong vendor credentials, but with
more average product scores.

Trailing Vendor
Jopuap Buipean

. Messaging

Emerging Players are newer vendors who Architects

are starting to gain a foothold in the [ -

margetplzg(te). Ihe;ir:)alar;]ce prodluct and 1 szchnoLogies | ~ Symantec
vendoratiributes, though score lower =enJing r‘l?..l}‘:.!l' Llzirgie HllELS
relative to market Champions.

Google Postini

EMC
For an explanation of how the Info-Tech Vendor ()
Landscape is created, please see Vendor
Evaluation Methodology in the appendices. Trailing Product
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Every vendor has its strengths & weaknesses;
pick the one that works best for you

Product

OYCI:IM Features  Usability gfgﬂlr; . Ar(t:l:];teec— Viability ~ Strategy Reach Channel

ArcMail |l v ©® 9 O @ O 9
Barracuda gl 9 9 D ¢ 6 9 0 I
CommVault | (B <) < 9 © O 9 O ©
emc (P =) ) (™ O O ) » O

Google Postini | ( ¢ <9 p (» D = q) qd)

=eempiary | ®=Gooa | @ =Adequate | @ =inaequate

* Vendor declined to provide pricing.

For an explanation of how the Info-Tech Harvey Balls are calculated, please see Vendor Evaluation Methodology in the appendices.
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Every vendor has its strengths & weaknesses;
pick the one that works best for you

Product Vendor

oY= Features  Usability ALl Architec- R Viability

ability ture Strategy Reach Channel

InBoxer (gl  © O D@ @ D O
e [ TR OE R
mrontects | @ O O @ @ d O
oo [ 11 e e e
symantee () d O o ® 2 0 o
ZL Technologies | ( | p & I 9 9D D D

=Exempiary ©-= rdequate | @=nasequate

For an explanation of how the Info-Tech Harvey Balls are calculated, please see Vendor Evaluation Methodology in the appendices.
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The Email Archiving Value Index

What is a Value Score?

The Value Score indexes each vendor’s product
offering and business strength relative to their
price point. It does not indicate vendor ranking.

Vendors that score high offer more bang for the
buck (e.g. features, usability, stability, etc.) than
the average vendor, while the inverse is true for

those that score lower.

Price-conscious enterprises may wish to give the
Value Score more consideration than those who
are more focused on specific vendor/product
attributes.

For an explanation of how the Info-Tech Value Index
is calculated, please see Value Index Ranking
Methodology in the appendices.

For an explanation of how normalized pricing is
determined, please see Product Pricing Scenario &
Methodology in the appendices.

Info-Tech Research Group

On a relative basis, Jatheon maintained
the highest Info-Tech Value Score™ of
the vendor group. Vendors were indexed
againstJ a t h e perfdrnsance to
provide a complete, relative view of their
product offerings.

B champion

Average Score: 50.1

ZL
Jatheon Proofpoint Barracuda _ gggﬁ:ﬁ Technologies *EMC
CommVault Inboxer ArcMail Messaging Symantec
Architects

* Vendor declined to provide pricing.




Basic features represent the minimum standard; without
these,a product doesndt even get

The Basic Features What Does This Mean?

Feature Description The products assessed in this Vendor
Landscape™ meet, at the very least, the

Searches, retrieves, and manages : requirements outlined as Basic Features.
archived data in an index. :

Discovery Capabilities

Many of the vendors go above and beyond the

Exchange Compatible Operates with MS Exchange 2010. : outlined Basic features, some even do so in
: multiple categories. This section aims to highlight
Imports, archives, and manages offline : the products capabilities in excess of the criteria
Import PST L " : listed h
local stores in the index. . listead here.
Legal Hold Deletion of archived data can be

halted if requested.

Archives databases on the application

Policy Based Archiving of granular retention policies.

On-premise Deployment  Local storage of archived email data.

Info-Tech If basic features are all you need from your email archiving solution, the only true differentiators for the
Insight organization are vendor viability, platform compatibility, and deployment options.
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Advanced Features are the market differentiators that make or

break a product

Scoring Methodology

Advanced Features

Info-Tech scored each vendor’s features offering What We Looked For

as a summation of their individual scores across
the listed advanced features. Vendors were given
one point for each feature the product inherently
provided. Some categories were scored on a
more granular scale with vendors receiving half
points.

Info-Tech Research Group

Activity Audit Log /
Alerts

Advanced Search

Advanced Storage
Extensibility

Compliance/Policy
Templating

Mobile Capabilities

Output to PST and
EDRM

PST Crawling /
Discovery

Role-Based Discovery

Provides a full audit trail of all users,
including administrator alerts.

Able to enter and save multiple search
criterion, Boolean, “fuzzy word”, and
highlighting.

Scalability of storage, either via hardware
upgrade or cloud offering.

Predefined templates for regulations and
allows administrators to create their own
rules.

Access via mobile devices, via web
browsers and native applications.

Able to output to multiple formats including
EDRM.

Able to search, collect, and import PST and
NSF files across LAN.

Provides multiple roles within the platform
with varied levels of access.




Each vendor offers a different feature set; concentrate on what
you need

Advanced Audit Log/ Compliance Mobile Output to PST Role- Storage
Search Alerts Templating PST/EDRM Crawling Based extensibility

Barracuda

EMC

InBoxer

Messaging Architects

Symantec

= Feature fully present . = Feature partially present / pending : Feature unsatisfactory
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Identify leading candidates with Info-T e ¢ Erdad Archiving
Vendor Shortlist Tool

The Email Archiving Vendor Shortlist Tool is designed to generate a
customized shortlist of vendors based on your key priorities.

This tool offers the ability to modify:

* Top-level weighting of product vs. vendor
criteria

* Individual product criteria weightings:
v Features
v’ Usability
v’ Affordability
v’ Architecture

Snnovators LA TR RION
& Amvel

* Individual vendor criteria weightings:

v/ Viability
v/ Strategy
v Reach

v’ Channel

Info-Tech Research Group
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CommVault Simpana is a holistic content archiving solution
that offers extensive feature functionality

)Champion g Overview

« CommVault offers a comprehensive portfolio of data
management and compliance products beyond just email
archiving, servicing over 12,000 customers in over 60
countries.

Product: Simpana 9.0
Employees: 1200
Headquarters: Oceanport, NJ

Website: commvault.com
Founded: 1996

Presence: NASDAQ: CVLT :

FY10 Revenue: $271M : » Flexible hybrid infrastructure allows clients to choose where to

: store data in the cloud (CommVault, Amazon, Rackspace, etc.)

» Administrator and end-user interfaces are intuitive and easy to

Strengths

(M navigate as a result of deep integration with Exchange and
other repositories.
commvaUIt"’ : « Simpana has full OWA link support for access to stubbed

solving forward attachments, accessible even to mobile users.

3 Challenges
+ CommVault’s traditional strength does not lie in the SMB
. I:I market space. However, recent price adjustments, a la Saas,
oOd . make them more appealing to SMBs.
$1 > $1M+

3 Year TCO: Tier 4; between $10K and $25K

Info-Tech Recommends:

CommVault Simpana is one of the most capable and comprehensive archiving and compliance suites on the market.
Organizations with holistic archiving goals should definitely have CommVault on their shortlist.
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Jatheon provides organizations with a comprehensive
platform at a highly competitive price point

) champor

Product:  Plua n Comply™ : + Jatheon specializes in email archiving, with an offering that
Emblo ees: 20 9 Ply : includes 11 appliances (4 co-branded with Dell).
Headqpua)r/ters: Toronto. ON : * Arrelatively young company that has quickly become a strong

Website:  jatheon.com competitor in the space.

Founded: 2004

. Strengths
Presence: Private : J

» Variety of appliance offerings catered for organizations of any
size, and offers a buy-back program for storage scalability.
« Compatibility with GroupWise, Notes, and Exchange.

JA T H E o N * Plugin integration with Outlook and Notes provides a smooth

> : transition for end users during deployment or migration.
plug n comply CE  Exports to a variety of formats, including EDRM and PST.

zIIDDDDH>w+

3 Year TCO: Tier 3; between $2.5K and $10K

Info-Tech Recommends:

Jatheon is a champion in the email archiving market. SMBs should definitely consider Jatheon because of its rapid
deployment model and stellar price point.
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Challenges

of mailboxes, which may lead to organizations overbuying
user capacity. This approach is cost effective for organizations

|:| + Positions models based on ultimate storage needs not number
with low individual mailboxes, or short retention periods.




Proofpoint Enterprise Archive is a premium solution for large
enterprises and supports Office 365

) champior

» Proofpoint was founded with a strong emphasis on email

Product: - Proofpoint Enterprise Archive security, and now focuses on compliance and legal discovery.
Employees: 350 : « Proofpoint offers a Hybrid SaaS and appliance infrastructure
Headquarters: ~ Sunnyvale, CA : and focuses on enterprises, with over 4000 enterprise clients.

Website: proofpoint.com

Founded: 2002

: » Proofpoint’'s DoubleBlind Encryption™ provides a secure cloud
: storage environment, the only cloud solution that is FISMA
certified.

ro Of o I nt) : » Advanced legal discovery features, including flexible policy

p p ™ templates and role-based discovery options.
: » Proofpoint offers strong stubbing and mobile support.
» Supports Office 365 archiving.

Challenges

5 * Proofpoint is only available for Microsoft Exchange —
. I:I I:I organizations with Lotus Notes or Novell GroupWise will have
m [ . to look elsewhere.
$1

> $1M+
3 Year TCO: Tier 4; between $10K and $25K

Info-Tech Recommends:

Organizations looking to adopt a more flexible hybrid solution should look to Proofpoint; its DoubleBlind
Encryption™ provides the benefits of a cloud infrastructure with robust security precautions.

Info-Tech Research Group 40




When all you need is email archiving, Barracuda provides a
highly secure platform at a competitive price

)Ch ampion 3 Overview
: * Barracudais a leader in content appliances offering network

Product: - Message Archiver security and storage solutions.

ErorllployeesE 800 bell * Their broad portfolio of security appliances has made
Hea quartgrs. Campbell, CA : Barracuda a well-known brand with a global presence.
Website: barracudanetworks.com :

Founded: 2003 Strengths
Presence: Private :

» Barracuda’s web-based interface is a comfortable environment
for administrators, while end users access archives through a
browser that imitates Outlook’s folders.

» Barracuda’s deployment is appliance-based, providing simple

y ' A ”" A c"” A and quick implementation.

NETWORKS
b * Message Archiver does not support exporting to the EDRM

=mH . I:I I:I I:I |:|
$1 > $1M+ XML format, a growing standard in legal process.

3 Year TCO: Tier 4; between $10K and $25K

Challenges

» Barracuda is not content agnostic; the platform is designed to
: work for email. Organizations looking for additional social
archiving should consider other options.

Info-Tech Recommends:

Barracuda’s focus is solely on email, so organizations looking for holistic archiving should consider other options.
However, their foundation in security makes Barracuda a strong platform for highly regulated organizations.
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InBoxer is a strong choice for organizations with advanced
legal discovery needs

Y Innovator
: * Acquired by Safecore in 2009, InBoxer has Appliance and
Product:  InBoxer : VMware models available.
Employees: 30 - InBoxer’s primary focus is on proactive search and protection,
Headwsgﬁizi i%g':g:gg}n MA and caters to financial services and government clients.

Founded: 2000 8 Strengths
Presence: Private :

* Very strong compliance and legal discovery functionality,
allows for advanced queries and timely results.

+ Ability to support Exchange, Gmail, and Notes in a single
instance is key for businesses operating on multiple platforms.

®
g In Boxer : - 80 pre-defined classification categories offer administrators

intelligent message archiving something to work off of when setting retention policies.

3l Challenges
* InBoxer’s advanced discovery features are more typical of
: solutions that support content other than email.
* InBoxer does not offer stubbing capabilities, which may deter
= some organizations seeking storage savings.

=mH I:l I:I I:I I:l I:l
$1 > $IM+ » Although global support is available, customers may find it

3 Year TCO: Tier 3; between $2.5K and $10K difficult to obtain timely, on-site service due to a lack of regional
support locations.

Info-Tech Recommends:

InBoxer includes multiple policy templates, including those specific to SEC and FINRA . Organizations subject to
these regulations should absolutely consider InBoxer to meet these requirements.
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ArcMail Defender is an innovative platform for organizations
seeking a flexible solution with IM integration

Y Innovator
: » ArcMail’'s on premise appliance focuses on a search
Product:  Defender perspective rather than a storage perspective.
Employees: NA : * ArcMail’s primary customer base is focused in North America
Headquarters: Shreveport, LA in education, municipal government, and insurance industries.
Website: arcmail.com :

Founded: 2005 Strengths
Presence: Private :

* Integration with Salesforce Chatter™, IM, and Google Apps.

* ArcMail’s email agnostic platform provides flexibility for
organizations who are on older email platforms or plan to
migrate soon.

A * ArcMail’'s newly released cloud gateway option provides a
: DRP for email archives.

ARCMAIL
@ Challenges
: * Organizations facing eDiscovery requests, may need
: additional functionality, as ArcMail only outputs to EML and
M D I:I MBOX formats (No PST, EDRM).
z O gervl * ArcMail does not offer PST crawling for LAN PST discovery.

_ * Although global support is available, customers may find
3 Year TCO: Tier 3; between $2.5K and $10K difficulty obtaining timely on-site service due to a lack of

regional support locations.

Info-Tech Recommends:

Organizations seeking a cost-effective solution that integrates with all major email platforms should look towards
ArcMail Defender, an appliance platform that is quick and easy to deploy.
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Symantec Enterprise Vault is a market pillar that offers
comprehensive content management

) Market Pillar

* Founded in 1982, Symantec is the largest provider of security

Product: Enterprise Vault 10 software in the world.

Employees: 18,600 . : .
Headquarters: Mountain View, CA Acquired ClearWell Systems in May 2011, enhancing

Website: symantec.com Enterprise Vault's eDiscovery features.

Founded: 1982 Strenaths
: NASDAQ: SYMC : :

Presence: : : : :
FY10 Revenue: $5.98 : « Strong integration with other Symantec products, as well as

: Exchange/Outlook, Lotus Domino/Notes.
: + Comprehensive solution that can archive email, IM, file
: servers, SharePoint, and social media.

Symantecm + Strong geographical footprint and vendor viability make
: Symantec a safe choice for organizations with long-term
: archiving needs.

Challenges

* Symantec Enterprise Vault may be price-prohibitive for the
: average SMB, as it is priced towards the upper end of the
= B . . spectrum.
$1 > $1M+

3 Year TCO: Tier 5; between $25K and $50K

Info-Tech Recommends:

Enterprise Vault is the product of choice for organizations already working within a Symantec environment, offering
comprehensive records management and compliance archiving.
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EMC SourceOne is a market pillar and a viable choice for large
enterprises

) Market Pillar

_ : + SourceOne is the successor to EMC’s EmailXtender, and
Product: ~ SourceOne : offers a suite of products to meet email archiving and

Employees: 48,500 compliance needs.
Headquarters: Hopkinton, MA

Website: EMC.com
Presence: NYSE: EMC
FY10 Revenue: $17B : * EMC has a strong global presence, doing business in over 80

countries with 400 sales offices.
+ EMC'’s wizard-based interface simplifies policy creation, and

2 resembles Exchange, making it easy to navigate.
» SourceOne’s role-based approach allows administrators to
. : quickly and easily assign privileges to their specific needs.
where information lives®
Challenges
Mobile access is limited, as currently only an iPad app is
: available.
o O D I:l : « EMC is not primarily focused on the SMB market, but larger
$1 > 1M+ clients may find their services a better fit.

Vendor declined to provide pricing

Info-Tech Recommends:

Look to EMC SourceOne if your organization is currently employing other EMC products and if vendor viability is a
concern.
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ZL 6s freelmproductds ideal for heavily regulated
organizations looking for robust stubbing capabilities

)Emerglng Player
Product: ZL Technologies Unified
Archive
Employees: 60
Headquarters: San Jose, CA
Website: zlti.com
Founded: 1999
Presence: Private

Z_

ZL TECHNOLOGIES INC.

;-IIDUUHH

> $1M+
3 Year TCO: Tier 4; between $10K and $25K

3 Overview

* ZL Technologies Unified Archive is targeted towards
organizations who handle very large amounts of data or are
heavily regulated and litigious.

* VM appliance solution.

@ Strengths
: + “Restore on Preview” provides seamless integration of
stubbing into Outlook without any confusion for end users.
* Provides support for Exchange and Domino, making it a good
choice for organizations running both at once.
* Native double-byte functionality allows for extensive
multilingual support.
* Provides end-to-end e-discovery management

Challenges

* While ZL does have deployments in other global areas, they
are largely focused in North America and Japan.

» Although global support is available, customers may find
difficulty obtaining timely on-site service due to a lack of
regional support locations. However, ZL’s solution has been
engineered to enable remote support and deployment.

Info-Tech Recommends:

Organizations facing heavy regulation or large amounts of data should look towards ZL Technologies Unified Archive
for their email archiving and records management needs.
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Messaging Architectsod Net mai l
solution for Novell GroupWise users

) emerging Player

* Messaging Architects introduced its new product, Netmail
Archive, in 2011 and continues its history of robust
compatibility with Novell GroupWise.

Product: Netmail Archive
Employees: 75
Headquarters: Montreal, QC
Website: messagingarchitects.com

Founded: 1995 Strengths
Presence: Private :

* Messaging Architects specializes in archive migration from

—E@ : GroupWise to Exchange.
{\// : p g

* The ability to save searches into “cases” provides an easy way
Messaging for administrators to organize specific projects.

o » Strong compliance and discovery features, including journaling
Architects.

: capture and customizable policy templating.
BUSINESS DRIVEN EMAIL
3 Challenges
|:| |:| » Although stubbing is available for the platform, users are
=mH . I:I I:I I:I
$1 > $1M+

unable to retrieve stubbed messages in the archive from
3 Year TCO: Tier 4; between $10K and $25K

mobile devices.
* Messaging Architects typically does not cater to organizations
under 500 users, making it a less viable solution for SMBs.
Info-Tech Recommends:
Netmail Archive is a must have for GroupWise shops needing email archiving. Its support for both GroupWise and
Exchange makes it an ideal choice for shops migrating to Exchange.
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Google Postini is a viable option for cloud-based email users,
but its legal discovery features are basic at best

) emerging Player

+ Postini is a SaaS solution that provides email archiving
packaged with a suite of other email solutions, including
message security, hygiene, and encryption.

Product: Postini
Employees: 28,768
Headquarters: Mountain View, CA
Website: google.com/postini
Presence: NYSE: GOOG S
FY10 Revenue: $29.3B = » Postini’s cloud architecture allows for virtually limitless storage
' and scalability, and is email platform agnostic.
* Organizations looking to augment their storage, and need only
basic eDiscovery tools, should consider Postini.

GO gle pOStini SerViceS » Postiniis particularly affordable for organizations that have

retention requirements of less than one year.

Challenges

5 * Google Postini offers a much simpler feature set, and is not as
: robust as other solutions in the email archiving space.
. . . I:I : * End-user and discovery interface is underwhelming.
- » Organizations looking for in-depth discovery capabilities
should consider other solutions.

> $1M+
3 Year TCO: Tier 4; between $10K and $25K

Info-Tech Recommends:

Postini is a suitable option for organizations looking to supplement their email suite by adding additional storage and
basic compliance features, but it is suboptimal for highly regulated organizations.
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Scenario: Best Stubbing Capabilities

Organizations seeking stubbing capabilities, which replace email related
items on the mail server with a link to the archive, should consider:

_Exemplary Performers
_/_ C\D
' commvault

GroupWise Integration ZL TECHNOLOGIES INC. e

Viable Performers

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Notes Integration

, 2 =7
riracons EMOC.  pessaging
Content Agnostic where information lives® Architects.

BUSINESS DRIVEN EMAIL

Cloud Storage JATHEON

plugn comply” Gt , symantec. proofpoint?’

SMB Focus
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Scenario: Best Novell Groupwise Integration

Groupwise shops looking for email archiving should shortlist the following
vendors.

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

[T

Messaging
7 Architects.
BUSINESS DRIVEN EMAIL

Viable Performers

Stubbing Capabilities

Notes Integratlon ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
Content Agnostic @ ARRAGUDA A\ L
NETWORKS ARCMAIL ZL TECHNOLOGIES INC.
Cloud Storage
g JA THE o N M
plug n comply” & Comr?\fal;.llt
St J"H.fl{f Orianrd

SMB Focus - .
Google postini services
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Scenario: Best Lotus Notes Integration

Organizations working within a Lotus Notes environment should consider the

following vendors.
Exemplary Performers

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

satneon  Z  finrpcunn

Stubbing Capabilities

plug ncomply" & NETWORKS
GroupWise Integration ZI TECHNOLOGIES INC.

2
®
commueut JinBoxer  EMC
intelligent message archiving where information lives®
Content Agnostic <
A ’ symantec.

ARCMAIL

Cloud Storage .
Viable Performers

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

SMB F ini servi
ocus Google postini services
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Scenario: Best Holistic Platform

Organizations looking to archive more than just email should consider these
content agnostic solutions.

Content and Instant messaging
Stubbing Capabi"ties .................................................................................

[=F @& v 1
Messaging ZL— commvault

GrOUpWISe Integratlon Architects solving forward”

ZL TECHNOLOGIES INC.

BUSINESS DRIVEN EMAIL

2
Notes Integration EMC , symantec.

where information lives®

Instant messaging

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

AN

JInBoxer proofpoint> e

Cloud Storage

SMB Focus
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Scenario: Best Cloud Storage Platforms

Organizations looking to implement cloud-based solutions should look
towards these vendors.
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Scenario: Most SMB-focused Platforms

Some vendors offer products that are more specifically targeted towards
SMBs.
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D Implement Email Archiving

What ' s i n this Section:

* Understand the key steps in implementing an email
archiving platform.

* Prepare for migrations and integration with the email
archiving solution

* Train for success: conduct end-user, administrative, and
helpdesk training on all elements of the platform.

* Prepare for eDiscovery and Forensic requests.

Info-Tech Research Group

Sections:

Build a Strategy for Selecting an
Email Archiving Platform

Compare Email Archiving Vendors

Select an Email Archiving Platform

> Implement Email Archiving in your

Organization




For an effective Email Archiving implementation, ensure you
have checked off all of these steps

Pilot with IT and Helpdesk

Do one more back-up, and purge the emails
you don’t need

v" Prepare PSTs and inbox for migration to
archive

AN

Prepare

Document policies on paper
Create rules on the system
Execute and test rules

Policy Creation

NN

Promoting adoption through training
Compiling the different training programs

AN

Train

v In-house or vendor services
Deployment v Inj[egratlon with ema_ul server
v' Migrate data to email archive

IRRR
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Cover all your bases; test & pilot the solution with all required
users, use cases, and functions

Work with the compliance officers for piloting & testing, and ensure they are
well prepared to take over legal requests in future.

v'Develop test scripts that confirm successful Be specific on what to look for in order to maximize the
integration among existing systems and end-user usefulness of feedback
devices, and data import and policy-based
automation are operating correctly. Usability

v’ Test Rules by generating a series of emails v’ Is the email archiving solution easy to use?
matching the criteria, and ensuring that they are v" Is the information in the email archiving solution well
and properly archived. laid out?

v’ Pilot using varied technology backgrounds v" Can users find what they are looking for and restore it if
and comfort levels. It's important to both push need be?
the limits of the solution and assess usability. Usefulness

v’ Validate response times, and ensure the v Are they using it often enough to remember that it's
solution meets promised functionality and there?

performance requirements. Effectiveness

v Does it archive what it's supposed to?
v" Does it execute the rules error free?

Info -Tech Insight if%k System Quality

Leverage Info-Tech’'s Email Archiving Vendor Demo v Does the system operate reliably?

Script as a starting point for testing. v Does the system adapt to_meet your yarieql needs?
Your organization already put in the upfront effort to v D09§ the system provide information in a timely
define requirements and use cases. Hold the vendor fashion?

accountable to it to get the most out of your investment.
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http://www.infotech.com/research/ss/select-an-e-mail-archiving-solution/e-mail-archiving-demonstration-script-template
http://www.infotech.com/research/ss/select-an-e-mail-archiving-solution/e-mail-archiving-demonstration-script-template

Invest in proper training to fully realize email archiving
benefits, and empower end users

Where to Get Training B \When to Train

Many vendors offer training, either as an option or as
part of the implementation of the software. Costs can
vary depending on the method of training; online
training can lower expenses. Once a software expert is
on staff, he or she can train many others.

Training can be costly, especially if it is taking time away
from seasoned technicians acting as mentors. Schedule
training before an eDiscovery request comes in to
minimize impact on the bottom line.

What to Train

Who to Train

IT staff. Ensure IT staff has appropriate training. Most

vendors will include training as part of the pricing : | Train compliance officers on all administrative controls,
package. and how to do advanced and basic searches. By
Helpdesk and Compliance. Create legal holds, how to :  providing the legal department with the expertise to
maximize search benefits, how to export for legal conduct these searches independently, this will free up
presentation. ¢ IT’s time, and allow end users the opportunity to

End users. If non-IT staff will also have direct access manage the eDiscovery process on their own.

to the archive, ensure training (online or in-person).

Info -Tech Insight g:f?’;}

Invest in proper training up-front, even if it appears costly. Training is the first step to getting end users on board —
teaching them that archiving makes their lives easier. If end users don’t know how to use the system, they’ll just waste
more of IT’s time.
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Plan to combine email archiving with email platform
migrations, when possible, for smoother platform migrations

Prepare for Integration

Most vendors cite compatibility with more than just Exchange, but it is
important to look at what kind of functionality each vendor can offer if you
are using GroupWise or Notes. To mitigate potential problems:

v Prepare. Formulate a comprehensive map of the systems, hardware,
and software with which the archiving solution integrates.

v" Evaluate. Include this information in the RFP to receive guidance from

vendors on the ease with which integration can be achieved. GroupWise Exchange

v Set expectations. Many vendors claim that custom integration can be Mailboxes Mailboxes

performed for most systems, but custom comes at a cost. Don’t just

ask if they can integrate, ask how long it will take.
Archive mail off of old platform,

including import of personal stores.

Email migration best practices

A best practice in email platform migration is to purge as much as
possible from the operational email store before migrating databases.
This allows for a massive reduction of the operational email store before
migration.

Connect archive to new platform.

Migrate mailboxes from old to new
platform.

An organization can also address personal email stores (e.g. PSTSs,
.NSFs, Mboxes) with archiving tools instead of being forced to import
them to either the old platform before migration or to the new platform

Enable archiving on the new platform.

after migration. Example of role of archiving for migration from
Novell GroupWise to MS Exchange
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Push the legal team & executive leadership for clear policy
guidance, even without specific regulatory guidance

IT cannot be the compliance experts

IT needs to understand the organization’s business NJ”
requirements in order to set the correct retention ey S\
policies. Without knowing what the business needs,

how can IT do its job? y /\/
P N

To mitigate potential problems:

v Push for enterprise definitions. If these aren’t l
forthcoming, approach the CEO, CFO, and legal \
team and request a meeting to begin the policy
development process.

v Advocate for Legal Counsel. Champion awareness
around the “keep everything” vs. “keep nothing”
issue

v Provide Technical Guidance. Inform the policy- Info -Tech Insight

making body as to technical and financial . ) )

considerations. Getting IT, legal, and the executive team working
together will align each party’s goals and ultimately
result in a more successful implementation.

cc All of our officials understand the need for the retention definitions, the questionis how or why

to define the requirements without clear guidelines established by law. 99
—IT Manager, Government
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Donot

Understand how the forensic
discovery process works

v' Records management, including the enterprise's
document retention policies and procedures.

v’ Identification of the scope, breadth, and depth of
information that may be sought during the process.

v Preservation of the subpoenaed documents to
ensure they are not altered or deleted.

v’ Collection of the information from its various
sources and locations.

v Processing the raw data in a format as dictated by
the court or law firm.

v' Review of the information for relevance, rooting out
duplicate items, redaction, and related activities.

v' Analysis of the materials to determine key topics,
people, terms, etc. This is an ongoing and time
consuming step.

v Production, which refers to the delivery of
information to attorneys, courts, legal departments.

v Presentation of the information in the actual trial.

get

(44

caught off

guar d;

Records management is now IT's

duty to execute

Despite being the responsibility of the business to
define, retention has become a part of IT in the same
way as compliance. Enterprises struggling with
archiving should consider creating a dedicated records
management role to work with IT.

Optimize for eDiscoverability

Formulate retention policies in a consistent manner that
complies with all applicable laws. Ensure that data
stewards or owners are aware of their retention duties.

| believe that IT has a responsibility to take the business requirements and createa s o | u t iiovarg

difficult if not impossible for IT to make the determination on what needs to be retained and why.

Info-Tech Research Group
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Conclusion & Recommendations

Understand Trends and Current Issues
* Email archiving solutions free up storage space, improve email performance, and back up data, but the primary drivers of
archiving for many organizations has shifted towards more of a legal and compliance focus.

* Organizations who fail to effectively manage their email archive risk using up valuable IT time and business resources in
order to meet compliance needs.

* Cloud adoption has increased, but on-premise solutions continue to dominate the market. Further development of security
and encryption techniques will continue to establish cloud-based products as viable and secure solutions for email
archiving.

Evaluate Email Archiving Vendors

* Email archiving isn’t cheap. Without a strong driver stemming from a storage performance or compliance needs, email
archiving is unlikely to provide enough of a return to justify its cost.

* Info-Tech’s evaluation confirms that CommVault, Jatheon, Proofpoint and Barracuda dominate the email archiving market,
easily sliding into the Champion’s quadrant. Their robust features coupled with impressive price points put them ahead of
the competition.

* Organizations evaluating email archiving platforms should focus on platform compatibility, vendor viability, and deployment
options.

Create an Implementation Strategy
* |IT and the legal department need to work together establish retention policies during implementation. Understanding the
forensic discovery process is vital for an eDiscovery request to go smoothly — test it out before you deal with the real thing!

* Although end users won’t need to use advanced features in the archiving solution, they should still be trained and educated
with respect to retention policies and on how to manually archive, search, and retrieve their emails.
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Appendix

« Autonomy and Iron Mountain Appendix Slides
» Vendor Evaluation Methodology

« Value Index Ranking Methodology

» Product Pricing Scenario & Methodology

« Demographics

Info-Tech Research Group




Autonomy and Iron Mountain Appendix Slides

As a result of Autonomy’s recent acquisition of Mimosa, and their decision to
decline a briefing, we are unable to access information regarding its product and
roadmap. As such, we are unable to provide sufficient information to our clients and
are forced to withdraw our recommendation of Mimosa in our Email Archiving
Vendor Landscape. For information on Mimosa and Autonomy from our previous
Email Archiving VL, please see the following two slides:

e Autonomy Zantaz
 |ron Mountain Mimosa
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Autonomy Zantaz is a comprehensive solution for organizations
O concerned with legal issues, but is expensive and complex

O

oo poococcooe

Info-Tech
Rating
Industry Standard

*  Founded in 1996, Autonomy is a spinoff of Cambridge Neurodynamics.

* The organization has grown at an impressive rate, with 47% topline growth in
2009, securing 27 consecutive quarters of revenue growth.

*  The Autonomy product offering currently supports 152 languages and is capable of
handling multiple languages in the same index.

O

Employees: | 2000

Headquarters: | San Francisco, CA
Website: [ www.autonomy.