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Award-Winning Internet Filtering

iPrism Web Filter from St. Bernard, now with antivirus, is the award-winning

Internet filtering solution that secures your organization from Internet-

based threats such as malware, spyware, IM, P2P, and inappropriate
content, at the perimeter, while it helps enforce your acceptable
use and security policies. As a true Hybrid solution, iPrism takes
appliance-based technology to a whole new level, integrating
managed service scalability with proven appliance-based control.
iPrism Web Filter enables your organization to mitigate the risks
of legal liability, prevent security breaches, stop the erosion of

network resources, and prevent productivity loss.
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Highlights

Antivirus

iPrism includes robust antivirus protection that combines with the
powerful, proprietary iGuard database to give you multi-layered
protection from malware/viruses, spyware and phishing— perimeter
defense you won't find in other solutions.

Most Comprehensive and Accurate URL Database

St. Bernard remains one of the few Web filtering vendors that
maintains its own URL database. Now with 80 categories containing
millions of websites, iPrism allows you to easily customize your
filtering to fit the exact requirements of your acceptable use policy.
Your subscription includes automatic, daily database updates, with
the crucial security category, covering spyware, malware and
phishing sites, updated hourly.

Hybrid Platform

iPrism Web Filter takes advantage of the control that on-premises
appliances give to inspect all network traffic, while delivering
the limitless scalability of an on-demand service. iPrism Web
Filter's Managed Enterprise Reporting Service (ERS) provides data
aggregation and reporting across multiple iPrism appliances and the
storage necessary to keep report data for trend analysis.
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Features

Antivirus

iPrism Web Filter includes robust Authentium antivirus with its
unique four-factored system for detecting and blocking Internet-
based viruses. Authentium’s unique technology adds a critical layer
of antivirus protection for your network while minimizing false
positives and false negatives:

+ Signatures — Authentium’s signature database is the largest
on record with well over 450,000 discrete pieces of malicious
code identified.

+ Advanced Heuristics — Authentium'’s advanced heuristics
technology helps to limit the size of antivirus definition files
and keeps iPrism ahead of the virus creators.

+ Emulation — This allows the antivirus to discretely identify
malicious behavior in a safe environment separate from the
host operating system.

* Neural Network Detection — Authentium’s Antivirus works
intelligently, learning from the behaviors and characteristics of
identified malware code to recognize and block new threats

Delegated Administration

iPrism gives you the flexibility to delegate policy management
to any person within the organization. This is ideal for situations
where policy may not be managed by IT or for large organizations
trying to optimize resources.

Remote Filtering

iPrism Web Filter has the ability to filter mobile users—an important
attribute in today's fluid business environment. Using filtering
policies set by the IT administrator, proxied web traffic from remote
or mobile users is easily and accurately monitored and blocked.
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iGuard Database with iPrism Automated Rating Protocol (iARP)
The iPrism 100% human-reviewed iGuard database includes
the iARP feature, which further refines Web filtering by sending
your most frequently accessed unrated URLs to the iGuard team
automatically to be added to your database. As part of its safe-
search feature, iPrism has the ability to block inappropriate Google
thumbnails during image searches — an important capability for
schools that need to protect students, and companies wanting to
avoid the legal liability associated with inappropriate images.

Comprehensive Reporting

iPrism includes comprehensive on-box reporting that requires no
additional hardware or software. A variety of report templates
are available and reports can be scheduled by day week or month
and can run in the background — freeing you to take care of
other projects while your reports are automatically generated.
Additionally, the Managed Enterprise Reporting Service takes
advantage of the scalability of our on-demand services to provide
multi-box reporting.

NEW iPrism IM Filtering

Using iPrism’s Central Management Console, you can now choose
to deploy IM filtering throughout your organization rather than just
blocking it. For details, see the iPrism IM Filter data sheet.

iPrism h-Series Appliances

iPrism’s new line of high-performance hardware offers a full range
of appliances designed to deliver optimum performance and Web
filtering throughput speeds to organizations of all sizes. All of the
h-Series models share a hardened and optimized OS for complete
interoperability and unrivalled power and performance. See the
iPrism Hybrid Platform datasheet for more information.

Other iPrism Secure Content Management Solutions

iPrism Hybrid Solutions for secure content management allow
you to deploy other solutions such as IM and Email filtering..
These solutions are delivered via our unique Hybrid platform that
integrates the iPrism h-Series appliances with our on-demand
services to give you optimum results. See individual iPrism solution
data sheets for more information or call an iPrism representative at
1-800-782-3762.

©2008 St. Bernard Software, Inc. All rights reserved. The St. Bernard Software logo is a trademark of St. Bernard Software Inc. iPrism is a registered trademark of St. Bernard Software Inc.

All other trademarks and registered trademarks are hereby acknowledged.



